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STATE MACHINE EQUIPPED WITH DEBUG FUNCTION AND SEMICONDUCTOR DEVICE 



PUB. NO.: 2001-154868 [ JP 200 1 154 868 A) 

r^'B:.:S!iED: 



[JP 2001154868 
(20010608) 



2001-154868 
June 08, 2001 
SATO HI SAO 
KUWAZAWA ATSUSHI 
TSUJI RYUICHI 
SEIKO EPSON CORP 
11-338154 [JP 99338154) 
November 29, 1999 (19991129) 



AF ? Li CANT (s) 
APPL- NO. : 
FILED: 

INTL CLASS: G06F-011/22; GOlR-031/3185; GOlR-031/28 

ABSTRACT 

PROBLEM TO BE SOLVED: To provide a state machine having an excellent 
debug function for facilitating a countermeasure to specification change 
without changing hardware and a semiconductor device having the state 
machine 



rr. is state machine is provided with a state machine 30 
:.* : -1 having a normal operation mode realizing transition from a 
present state being a present state held in a present state 

I' ^'b iio the next state being the next state and a debug mode 

:c-^j,\zxnq transition from the state of the normal operation mode to a 
debug state . This state machine is provided with a state detecting 
part 27 for detecting the state of the normal operation mode matched 
with a designated state being the detection condition. In this case, when 
the state of the normal operation module matched with the designated 
state is detected by the state detecting part 27, the transition of the 
state machine 30 for control from the state of the normal operation 
mode to the debug state is realized so that the transition of the state 
machine 30 for control in the normal operation mode can be stopped. 



)PYiUGHT: (C) 2001, JPO 
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CONTROL UNIT AND IXIANUFACTURE OF THE SAME 



PUB. NO.: 2001-067217 [JP 2001067217 A] 

I'UGLISHED: March 16, 2001 (20010316) 

: ri'.TNTOR 'si : ARCIDIACONO LILIANA 

matranga vincenzo 
• • . : .-■] : stmicroelectronics srl 

. :•;(;.: 2000-180278 [JP 2000180278] 
:•: June 15, 2000 (20000615) 

lORITY: 99830375 [EP 99830375], EP (European Patent Office), June 16, 

1999 (19990616) 
INTL CLASS: G06F-009/22 



ABSTRACT 

PROBLEM TO BE SOLVED: To provide a control unit in which the design stage 
of unit is simplified to the maximum level. 

SOLUTION: This is a control unit for electronic microcontroller or 
:ni rroprocessor and a method for manufacturing the control unit. In this 
''::r:rol unit, a finite state machine is manufactured from plural 

:cnL rcl sub-units 2, and each sub-unit 2 is made correspond to one logic 
ircribinat ion network, and each unit in plural control sub-units 2 is 
independently connected with an arbitrating bloclc 3 so that information 



related with a state available in the future can be offered, and a 
present state command can be received. 



COPYRIGHT: (C) 2001, JPO 
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Method and device for decoding symbol strings for application relates to 
telecommunications networks, base and mobile communications stations, 
with reduced hardware requirement 

: Assionee : CANON KK {CANO ); LE BARS P (LBAR-I); OLIER S (OLIE-I) 

: :, • : BARS ?; OLIER S 

: rouncries: 002 Number of Patents: 002 

: : I r-r. rami 1 y : 

l-aLenc No Kind Date Applicat No Kind Date Week 

FR 2814300 Al 20020322 FR 200011899 A 20000918 200244 B 

US 20020065859 Al 20020530 US 2001953254 A 20010917 200244 

Priority Applications (No Type Date): FR 200011899 A 20000918; FR 200011898 

A 20000918 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
FR 2814300 Al 46 H03M-013/27 
US 20020065859 Al G06F-001/00 

Abs; raci: (Basic): FR 2814300 Al 

NOVELTY - For symbols connected by a predetermined parity 
reia L ionship, previously created by a coder, their estimation is 
realized with a function having several components for calculating 
probabilities associated with the state of the coder. The probabilities 
are of three types (alphak, betak, Lke) , the first resulting from the 
effect of previous states on the current state , the second from 
the current state and the third according to whether a symbol 
belongs to a coding alphabet. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is made for a device 
for decoding symbol strings with a specific multiplexor (12) controlled 
'ny a state machine {14} with a computer (10) such that the three 
• vfcrs Oil probability can be determined using the same circuit. 

'^^y - Decodinq symbol strings. The invention relates to 
— - ! ^M-onimunicat: ions networks, base and mobile communications stations. 

ADVANTAGE - A single circuit can be used for determining all past, 
present and state probabilities. 

DESCRIPTION OF DRAWING (S) - (Drawing includes non-English language 
text). Figure shows a block diagram of the invention, 
probabilities (alphak, betak, Lke) 
multiplexor (12) 

state machine (12) 
computer. (10) 
pp; 4 6 DwgNo 6/16 
Title Terms: METHOD; DEVICE; DECODE; SYMBOL; STRING; APPLY; RELATED; 

TELECOMMUNICATION; NETWORK; BASE; MOBILE; COMMUNICATE; STATION; REDUCE; 
iiAf'::sWARE; REQUIRE 
• :v-^r:L Clr^ss: TOl; U21; WOl; W02 

r :or.a! Patent Class (Main): G06F-001/00; H03M-013/27 
' ' -T ior.al Patent Class (Additional): G06F-017/00; H04L-012/56; 
:■ N-L.C7/24 
F . e Seqme n t : E P I 
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Approximate weighted finite - state automaton generating method in 
automatic speech recognition, involves creating transition of automaton 
from current to - previous state if proposed new state is similar to 
previous state 

Pauenc Assignee: AT & T CORP (AMTT ) 

::!V.-ni-or: BUCnSBAUM A L; GIANCARLO R; WESTBROOK J R 
of Councries: 001 Number of Patents: 001 

i .a Ler: u Kami 1 y : 

r-aueni: No Kind Date Applicat No Kind Date Week 

US 6266634 Bl 20010724 US 97975648 A 19971121 200173 B 

US 2000533549 A 20000323 



Priority Applications (No Type Date) 

A 20000323 
Patent Details: 

Patent No Kind Lan Pg Main IPC 
US 6266634 81 25 GlOL-015/14 



US 97975648 A 19971121; US 2000533549 



Filing Notes 

Cont of application US 97975648 
Cont of patent US 6073098 



• : • : : • is; :^ : JS 6266634 Bl 

Vi^:/^Y - Non-deterministic weighted finite - state automaton is 
r:-\i:\\zed CO Lorm approximate weighted finite - state automaton on 
,i c: Le-by-sta te basis. If proposed new state of approximate weighted 
finite - state automaton is sufficiently similar to previous state 
, a transition from current state to previous state is created. 
Otherwise transition from current state to proposed new state is 
created . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
approximate weighted finite - state automaton generating system. 

USE - for generating an approximate weighted finite - state 
automaton used in automatic speech recognition. 

ADVANTAGE - Generates deterministic weighted finite - state 
::..i:.0[naion having improved size reductions. The approximate weighted 
finite - state automata require less memory. The approximation used to 
venerate the approximate weighted finite - state automata do not 
Degrade the accuracy or precision of the automatic speech recognition 
p rocess . 

DESCRIPTION OF DRAWING (S) - The figure shows the outline of 
automatic speech recognition process, 
pp; 25 DwgNo 2A/18 
Title Terms: APPROXIMATE; WEIGHT; FINITE; STATE; AUTOMATIC; GENERATE; 
METHOD; AUTOMATIC; SPEECH; RECOGNISE; TRANSITION; AUTOMATIC; CURRENT; 
STATE; PROPOSED; NEW; STATE; SIMILAR; STATE 
Derwent Class: P86; TOl; W04 

: nr:ernat ional Patent Class (Main): G10L-015/i4 

i.:v.: Patent Class (Additional): G06M-009/00 
- K: I ; EnoPI 
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State transition method in interactive computer-based training e.g. for 
Internet, has interdependent, state - machine -based hardware and 
software simulators for emulating hardware and software functionality 

;^:er;t Assignee: MCI WORLDCOM INC (MCIW-N) 

;-r,- cr: CLOSSEN J R; DOGGETT P J; WALL R S; WARNER D R 

::u::iber of Countries: 094 Number of Patents: 004 



Patent Family: 



Patent No 


Kind 


Date 


Applicat No 


Kind 


Date 


Week 


WO 200135187 


A2 


20010517 


WO 


2000US30879 


A 


20001109 


200165 


AU 200115941 


A 


20010606 


AU 


200115941 


A 


20001109 


200165 


ZP 1292868 


A2 


20030319 


EP 


2000978482 


A 


20001109 


200322 








WO 


2000US30879 


A 


20001109 




'::0C.i5^55 


A 


20030722 


BR 


200015455 


A 


20001109 


200365 








WO 


2000US30879 


A 


20001109 





Prioriuy Applications (No Type Date): US 99436553 A 19991109 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
WO 200135187 A2 E 43 G06F-000/00 



Designated States 


(National ) : 


AE 


AG 


AL 


AM 


AT 


AU 


AZ 


BA 


BB 


BG 


BR 


BY 


BZ 


CA 


CH CN CR CU CZ bE 


DK DM DZ EE 


ES 


FI 


GB 


GD 


GE 


GH 


GM 


HR 


HU 


ID 


IL 


IN 


IS 


JP 


KE KG KP KR KZ LC 


LK LR LS LT 


LU 


LV 


MA 


MD 


MG 


MK 


MN 


MW 


MX 


MZ 


NO 


NZ 


PL 


PT 


RO RU SD SE SG SI 


SK SL TJ TM 


TR 


TT 


TZ 


UA 


UG 


UZ 


VN 


YU 


ZA 


ZW 










! i^.^ Lena ted States 


{ Regional ) : 


AT 


BE 


CH 


CY 


DE 


DK 


EA 


ES 


FI 


FR 


GB 


GH 


GM 


GR 


■ • : : KK IS \:j mc 


MW MZ NL OA 


PT 


SD 


SE 


SL 


SZ 


TR 


TZ 


UG 


ZW 













G06F-000/00 Based on patent WO 200135187 
■ ■ ■ A:^ E G06F-00i/00 Based on patent WO 200135187 

^ :• • States (Regional): AT BE CH CY DE DK ES FI FR GB GR IE IT LI 

; •^ - ft se tr 

._';..,('Ib455 A G06G-007/48 Based on patent WO 200135187 

Abstract (Basic): WO 200135187 A2 

NOVELTY - State transition method effectuated in a 
computer-readable memory system includes the steps of: identifying a 
current state of the state machine where a transition is to be 
effectuated; determining if there is a state immediately prior to the 
current state , and if so, determining whether there is a dependency 
of the current state on the immediately prior state , the 
rieoendency being characterized as a first order dependency; inferring a 
reference value associated with the current state based on the 
first order dependency; and determining a future state of the state 
machine based on the inferred reference value. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f oi lowing : 

(a) state transition inference engine; 

(b) state machine for simulating hardware functionality 
USE - For Internet, Intranet, etc. 

ADVANTAGE - Training is flexible and can be accessed from anywhere 
and ac any time using the Internet. Classes can be tailored to every 
individual's proficiency level. 

DESCRIPTION OF DRAWING (S) - The block diagram shows an on-line 
'.[.•'- : r: ' : r. i v e C 3T system 

y'r.T wr^b-based training (206) 

. ' i vr-iv {204 ) 
•.iCM-c (208) 

r.r; mj DwgNo 2/11 

;e Terms: STATE; TRANSITION; METHOD; INTERACT; COMPUTER; BASED; TRAINING 
; INTERDEPENDENT; STATE; MACHINE; BASED; HARDWARE; SOFTWARE; SIMULATE; 
EMULATION; HARDWARE; SOFTWARE; FUNCTION 
Derwent Class: TOl 

International Patent Class (Main) : G06F-000/00; G06F-001/00; G06G-007/48 
International Patent Class (Additional) : G06F-009/45; G06F-009/4 55 ; 

G06F-017/50; G06G-007/62 
File Segment: EPI 
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Microprocessor for e.g. portable computer, portable communication device, 



has logic circuits which individually evaluate predetermined instructions 
received by microcode units providing control signals 

i i'-:.- Assicjnee: MOORE W P (MOOR-I); VENTRONE S T (VENT-I) 

m: MOORE W P; VENTRONE S T 
::.i:;:^r: rrl Countries: 001 Number of Patents: 001 
: c: uenc Famil y : 

Pauenc No Kind Date Applicat No Kind Date Week 

US 20010010082 Al 20010726 US 98128503 A 19980803 200165 B 

US 2001805200 A 20010314 

Priority Applications {No Type Date) : US 98128503 A 19980803; US 2001805200 

A 20010314 
Pa er:" Dena i 1 s : 

r' t--.:/ Kind Lan Pg Main IPC Filing Notes 

: A1 15 G06r-001/28 Div ex application US 98128503 

Div ex patent US 6237101 

'i:r::SiC): US 20010010082 Al 

NOVELTY - Each microcode unit (32) outputs a control signal for 
1 fiiscruct ion execution. The input units respectively receive an 
instruction address and a control variable corresponding to a 
microprocessor current state . A control signal input unit receives 
the control signals from the microcode unit for preceding instruction. 
Logic circuits evaluate the instruction received by microcode unit. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) a microprocessor system; 

(b) microprocessor power reduction method; 

*c} a state machine control logic production method; 
' i\) a state machine decoding method; 
cjp.d a signal -bea ring medium. 

- for e.g. portable computer, portable communication device 
porcable telephone, cellular phone, pager, portable device e.g. 

siaarc card 

ADVANTAGE - Attains reduction of power consumption since control 
signal of next cycle can be derived based on function of next cycle 
along with previous cycle state , thereby lengthening service life 
of battery for portable computer and computer applications. Enables 
reducing toggle of microprocessor by controlling control signals, thus 
reducing thermal dissipation, heat shrinking and battery power 
consumpt ion . 

DESCRIPTION OF DRAWING (S) - The figure shows the structure of 
r. i roprocessor . 

i rocode unit (32) 
op; 15 DwgNo 3A/5 
Ter:ns: MICROPROCESSOR; PORTABLE; COMPUTER; PORTABLE; COMMUNICATE; 
DEVICE; LOGIC; CIRCUIT; INDIVIDUAL; EVALUATE; PREDETERMINED; INSTRUCTION; 
RECEIVE; UNIT; CONTROL; SIGNAL 
Derwent Class: TOl 

International Patent Class (Main) : G06F-001/26 

International Patent Class (Additional): G06F-001/28; G06F-001/30 
File Segment: EPI 
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Control unit for electronic microcontrollers and microprocessors consists 
of a number of sub-units each corresponding to one combinational logic 
network and each independently connected to an arbitrator to receive 
state commands 

Patent Assignee: STMICROELECTRONICS SRL (SGSA ) 

Inventor: ARCIDIACONO L; MATRANGA V 

Number of Countries: 027 Number of Patents: 003 

P z e n '{ Fa rn i I y : 



Prjiieni: No Kind Date Applicat No Kind Date Week 

EP 1061^37 Al 20001220 EP 99830375 A 19990616 200132 

JP 2001067217 A 20010316 JP 2000180278 A 20000615 200132 

US 6668199 Bl 20031223 US 2000595759 A 20000616 200408 



Prioricy Applications (No Type Date) : EP 99830375 A 19990616 
TdrenL Details : 

N\j Kind Lan Pg Main IPC Filing Notes 
: ' . : : • ' Ai £ 16 G06r-009/3iS 

ir.dLed Suaces (Regional): AL AT BE CH CY DE DK ES FT FR GB GR IE IT 

:.: ir: lu lv mc mk nl pt ro se si 

'\ ;.Cv;iG67217 A 12 G06F-009/22 

;JS 6668199 Bl G05B-011/01 

Abstract (Basic) : EP 1061437 Al 

NOVELTY - The control unit forms a finite state machine 

consisting of combinational logic circuits and includes a number of 
separate sub-units each corresponding t one combinational logic 
circuit. Each sub-unit is connected to an arbitration block to provide 
information about a possible future state and receive a present 
state command. The sub-unics can each be defined in terms of Very High 
I :)-:eqrazeci Circuit Hardware Description Language. 

y:-\lLED DESCRIPTION - An INDEPENDENT CLAIM is included for a 
■' • • '.r _:>;" making a control unit for electronic microcontrollers and 
:' . ; I ocessors . 

L'SE - In electronic microcontroller and microprocessor control 
units. 

ADVANTAGE - Splitting the unit into sub-units simplifies the 
manufacture and programming as each sub-unit can be dealt with 
independently of the rest. 

pp; 16 DwgNo 0/8 

Title Terms: CONTROL; UNIT; ELECTRONIC; MICROPROCESSOR; CONSIST; NUMBER; 

SUB; UNIT; CORRESPOND; ONE; COMBINATION; LOGIC; NETWORK; INDEPENDENT; 

CONNECT; ARBITER; RECEIVE; STATE; COMMAND 
Derwent Class: TOl; T06; U21 

1 nLernacional Patent Class (Main): G05B-011/01; G06F-0G9/22; G06F-009/318 
r e Segment : EPI 
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Interruptible state machine for use in bi-directional movement of 
error free data, has stack register to receive state from decoder in 
absence of interrupt or to receive interrupt vectors in presence of 
.1 n cerrupt 

A..'si.cnee: CYPRESS SEMICONDUCTOR CORP (CYPR-N) 
. :. : GRIVNA E L 

Njmbei: of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

US 6081866 A 20000627 US 96780167 A 19961226 200060 B 

US 98200373 A 19981124 



Priority Applications {No Type Date) : US 96780167 A 19961226; US 98200373 A 

1 9981124 
Patent Details: 

r'::i;enL No Kind Lan Pg Main IPC Filing Notes 

60o:866 A 16 G06F-009/46 Cont of application US 96780167 

Cont of patent US 5850556 



Abstract (Basic): US 6081866 A 

NOVELTY - An interruptible 



state machine (200) has next state 



decoder (202) to present a state . An interrupt processor has 
interrupt vectors (212) and storage register (208) to store the state. 
A scack register (204) in communication with decoder and interrupt 
processor receives the state from decoder in the absence of an 
incerrupt or receives interrupt vectors in the presence of interrupt. 

DETAILED DESCRIPTION - The decoder is connected to multiplexer 
(210). The storage register is connected in parallel between decoder 
and multiplexer. Interrupt vector is connected to multiplexer which is 
connected to stack register. INDEPENDENT CLAIMS are also included for 
the following: 

(a) method to prevent state from loading into a stack register; 

(b) method .to service an interrupt 

USE - For use in digital communication for bi-directional movement 
oi: error free digital data in computer interfaces such as parallel 
rv r^s, serial portis, modems, bus and network interfaces. 

a::vanTAGE - The state machine simplifies the implementation of 

• ; ^'-.rLcLler for data movers. The machine is adapted to have any number 

: normal states for more chan one input or interrupt . It solves 

• r.t: complexicy problem in the state machine environment such as 
pipelined data paths of RISC processors and data flow architecture 
state machines . The state machines are also implemented as 
computer program instructions. 

DESCRIPTION OF DRAWING (S) - The figure shows block diagram of 
interrupt ible state machine . 

Interruptible state machine (200) 
Next state decoder (202) 
Stack registers (204) 
Storage register (208) 
Multiplexer (210) 
Tnuerrupt vectors (212) 
pp; 16 DwgNo 13/14 
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Automatic speech recognition method, involves determining 

non-deterministic weighted finite state lattice of proposed new state 

is similar to previous state of lattice 
Patent Assignee: AT & T CORP (AMTT ) 
Inventor: BUCHSBAUM A L; GIANCARLO R; WESTBROOK J R 
Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

6073098 A 20000606 US 97975648 A 19971121 200041 B 

-i-v Applicauions (No Type Date): US 97975648 A 19971121 
■ : * ^ ' !.rf I a 1 Is : 

Kind Lan Pg Main IPC Filing Notes 
^ .95 A 24 GlOL-015/08 

Abstract (Basic) : US 6073098 A 

NOVELTY - The input electrical signal representing uttered speech 
is converted to vector lattice and then to recognized text string using 
approximate weighted finite state lattice. The set of states of 
non-deterministic weighted finite state lattice is determined from 
current state of approximate weighted finite state lattice if 



:.r >posed new state is similar to previous state of lattice. 

DETAILED DESCRIPTION - The transition from the current state of 
approximate weighted finite state lattice to the proposed state 
lattice to previous state of proposed new state is not similar to 
previous state . An INDEPENDENT CLAIM is also included for automatic 
speech recognizing systems. 

USE - For generating approximate weighted finite state 
automata . 

ADVANTAGE - Size reduction is achieved. Since composition is 
associative, it can be computed in most efficient manner. 

i:i;:SCRI?TION OF DRAWING (S) - The figure shows graph plotting the 
:..::':L:;er oC weighted finite state automata. 
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High frequency functioning state machine 

i,^-.en.L Assignee: SGS THOMSON MICROELTRN SA (SGSA ) 
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Abscraci (Basic): FR 2775142 Al 

NOVELTY - There is a second register and combination logic circuit, 
allowing future commands to be memorised during an active clock cycle 
period. A slave circuit is not needed. 

USE - Integrated circuits with state machines . 
ADVANTAGE - The state machine architecture allows circuit 
combinations to be obtained with reduced propagation time and not 
dependent on the commanded circuit propagation time. 

DESCRIPTION OF DRAWING (S) - The figure shows the state machine 

state machine (5) 
: . :'3* r-'^isi:er (Rl) 
• .^i'i roqi. seer {R2) 
current state (EC) 
^.^.< sicnal (HCK) 
rirsL combined logic circuit (CI) 
second combined logic circuit (C2) 
input (I) 

future state (EF) 
pp; 17 DwgNo 3/5 
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Software programiaable state machine for use within integrated circuit 
of computer 

latent Assignee: INTEL CORP (ITLC ) 
Inventor: O'CONNOR D 

Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

US 5905902 A 19990518 US 95537155 A 19950928 199930 B 

Prioricy Applications {No Type Date): US 95537155 A 19950928 
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.'iO'/bLTV - A comparacor (204) compares current state and current 
;:~.p'ji: values with the masked values stored in a tag array (209). If 
Lhere is a match, the next state array (211) is controlled to output 
next state corresponding to the current input state . 

DETAILED DESCRIPTION - A tag array (209) selectively stores a 
subset of N2 possible transitions corresponding to permissible 
transitions. Each permissible transition has a combination of a 
current state and a current input value. A next state array (211) 
stores next state associated wich each combination of current states 

and current input values. A mask value is provided for each current 
state and current values stored in the tag array. 

USE - For computer system, traffic lights and elevators. 

ADVANTAGE - Requires minimal memory since a cache like arrangement 
is used and stores only allowable or permissible transitions and new 
states corresponding to those transitions. Thus the cost of the state 
machine is reduced. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the programmable state machine . 

Comparator (204) 

Tag array (209) 

State array (211) 
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Patch mechanism for dynamic modification of behaviour of state machine 
- has logic unit coupled to state machine and multiplexer, which 

outputs signal to multiplexer when modification of individual state is 

valid 

Pacenc Assignee: VLSI TECHNOLOGY INC (VLSI-N) 
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Number of Countries: 001 Number of Patents: 001 
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Abscracc (Basic): US 579699^ A 

The mechanism (50) includes a PLA (52) for storing a modified 
cransition for an individual state of a state machine (20) to be 
modified from a current state to a modified successive state. The 
PLA also stores a modified output transition for the individual state 
iio be modified from a current output state to a modified successive 
vj*-p'jc state. 

A po i r of multiplexers (5^,56) is provided, whose input terminals 
• :cl^o Lo Che state machine and the PLA for allowing the 
- . : . r... *:c select an unmodified current transition defined by the 
:• ..: : and che modifier. The state machine is also allowed to 

.^'v :-cu an unmodified oucpuc cransition defined by the state machine 
and the modified output transition by the multiplexer. A logic unit 
(38) is coupled to the state machine and multiplexer for signalling 
the multiplexer, when it is valid to modify the individual state from 
the unmodified current transition to the modified transition and from 
the unmodified output transition to the modified output transition. 

USE - For silicon design. 

ADVANTAGE - Produces dynamically modifiable synchronous state 
machine implementable using minimum amount of silicon area. Suppresses 
influence on performance and normal operation of state machine . 
Fr.r-ibles arbitrary modification of behaviour of state machine . 
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S'cace machine digital signal synchroniser for telecoiamunications 
applications - receives frame-based signal and stores in SRAM bit-defined 
states of predefined bit locations in frame and uses lookup table to 
change states based on previous state and incoming bit of signal 
Patent Assignee: SIEMENS TELECOM SYSTEM LTD (SIEI ); TRANSWITCH CORP 

(TRAN-N) ; SIEMENS TELECOM SYSTEMS LTD (SIEI ) 
Inventor: JANG S; PARRELLA E L; CHANG S 
Number of Countries: 002 Number of Patents: 002 
Patent Family: 

Pacent No Kind Date Applicat No Kind Date Week 

rr^^ A 19951001 TW 94 108615 A 19940917 199550 B 

A 19970325 US 94308083 A 19940916 199718 

• . ■ ^: r. : : cauions (No Type Date): US 94308083 A 19940916 
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Mo Kind Lan Pg Main IPC Filing Notes 
:w 258849 A 8 H04L-007/00 

US 5615237 A 17 H04L-007/00 

Abstract (Basic): TW 258849 A 

The synchroniser has an interface to receive bits of a 
Lelecommunicat ions signal in a frame. A SRAM memory stores bit-defined 
siiates for a number of bit locations in the frame. A state update 
: - k'jp cable changes che states for a number of the frame bit locations 
: • :.cj SRAM based on a previous state and on an incoming bit of the 
. : r . ' ! . . 



Frame location identification logic determines the location of the 
signal frame's overhead bit based on the states of the bit locations. 
Pref. the SRAM is an x by y bit SRAM, where x equals the number of bits 
in che frame, and y is large enough so that the number of possible 
scares <= 2y. Alternatively, bit locations may be divided into 
sK)r^:}: oups or stages and bits are used for state updates after the state 
J previous stage reaches a predetermined threshold. 

::wcj • 1/iO 
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Speech recognition system user instruction method - allowing user to 
receive corresponding succession of instruction messages and exercises, 
selected in response to scoring of user 

Pacenc Assignee: DRAGON SYSTEMS INC (DRAG-N) 

Inventor: BAKER J K; GOULD J M; STEELE E E 

i\i^^;T*b*'^ r of Countries: 001 Number of Patents: 001 

F a L e n t Family: 

Patent: No Kind Date Applicat No Kind Date Week 

US 5428707 A 19950627 US 92976413 A 19921113 199531 B 

Priority Applications (No Type Date) : US 92976413 A 19921113 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
US 5428707 A 85 GlOL-009/00 

Abstract (Basic): US 5428707 A 

The method involves definition of a state machine having a 
nui-nber of states and a set of one or more allowed response words for 
sjch state and associating with each such response word a new 
■ : • "h nhe state machine will enter in response to the 

:')ri of' a user generated signal as that response word, with the 
: -jI allowed response words associated with each such state being 
- ihan N. When the state machine is in each of a first set of 
• n*- spaces, a user is sent one or more instruction messages associated 
with thac state to teach the user how to use the recognition system. 
When the state machine is in states of a second set of the states, 
the user is presented with recognition exercises which simulate use of 
the recognition system for the task which uses a vocabulary of N or 
more words, but which prompts the user to produce a user generated 
signal representing a word corresponding to one of the smaller number 
of response words allowed for the current state of the second 
sec. When the state machine is in each of the states, an automatic 
.signal matching device is used to score closeness of matches between a 
:ser generated signal and models for each of a number of words, 
:r.':ljding at least the response words allowed for that state . 

The method then responds to the scores produced by the matching 
device to select which of the response words allowed for the current 

state probably corresponds to the user generated signal for that 
state and advancing the state machine to the state associated with 
that selected response word. The user can progress through a succession 
of the states, to receive a corresponding succession of instruction 



messages and exercises, selected in response to the scoring of his or 
ner user generate signals against allowed response words. 

ADVANTAGE - Increased ease and accuracy with which user can train 
syscem zo understand his words. 
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State machine for controlling cardiac stimulator - selects different 

rates of adjustment so gain level for sense amplifiers can be adjusted 

without significant overshoot 
Patent Assignee: INTERMEDICS INC (INTE-N) 
Inventor: BAKER R G; VANDEGRIFF J W; WOODSON D L 
Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Prrcenc No Kind Date Applicat No Kind Date Week 

•.'S =^103819 A 19920414 US 90540852 A 19900620 199218 B 
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US 5103819 A 14 

Abstract (Basic) : US 5103819 A 

The state machine provides automatic gain control of sensing 
functions in an implantable cardiac stimulator. The state controls 
sensing levels based on present sensed conditions and on the prior 
state of the heart. Different rates of adjustment are selected under 
■■:ryinq conditions so that the gain level for sense amplifiers can be 
. : v;ii'. hour, significanc overshoot. 

Tr.c-} state machine comprises a set of four conditions or states 
■ he:-- r; wich i n cerconnect: ions or logical paths from one state to 

^:r. other. The rate of adjustment of sense amplifier gain is based on the 
path traversed in the state machine so that different effective 
time constants for the control function may be used for different 
conditions . 

USE/ADVANTAGE - Implantable cardiac stimulators such as pacemakers 
and defibrillators. Improved response characteristics of automatic gain 
control so accurate sensing can be maintained. 
Dwg .3/9 
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F:r.: _e - state machine for reliable computing and adjustment systems 



- has combinational logic and status memory with comparator for detecting 
abnormal states and reset signal 
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Based on patent EP 482495 



Abstract (Basic): EP 482495 A 

A Finite - state machine comprises a combinatorial logic (10) 
connected to a status memory (11) by means of connections which carry 
future state signals (12) and current state signals (13). The 
combinatorial logic comprises input terminals (14) for external input 
si::ia\.s and output terminals (15) for output signals generated by the 
■ '-r- :r:a cor la i logic. 

The finite - state machine has circuitry for comparing the 
future state signals to a reference level (16) the comparator can 
'/JULpuc an error signal (18) to reset the finite - state machine 
and/or the system which includes it. 

USE/ADVANTAGE - In critical computing and adjustment systems, 
detects and resets undesired states. 
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Channel encoder for generating rotationally invariant trellis codes - 
generates outputs according to state block where hexagonal constellation 
has subcons tellations which are distinct rotation of each other 
Assignee: GENERAL DATACOMM (GEDA-N) 

:r.vf-nuor: COLE P D 

N;:raber of Countries: 001 Number of Patents: 001 
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Abstract (Basic): US 4891823 A 

An encoder generates rotationally invariant trellis codes when used 
with a signal constellation having m subconstellation indexed by j . 
Each subconstellation has a number of points, where each 
subconstellation is a distinct rotation by j {360/m) deg. of another 
subconstellation such that no cubsconstellat ion has a point in common 
wiuh another subconstellation. The encoder has a state block and a 
s ' I jpda t e bl oc k . 

]':.^^ state machine receives q inputs i, and generates m outputs 
, : :: - pq and where p and q are integers greater than one and 

, ■ '•C'liuT.on i:accors. Oucpucs m are generated according to inputs i 
: s' -jI. es s of uhe state block according to j = i mod q and jd = s mod 
: , wr.tjre line state block can assume n states, and n = md were d is an 
.r.'.ojer greater than one and has no common factors with p. The state 
update block updates the state block to a new state t chosen from the 

allowable n states based on the output j and previous state s 
according to t = jd + F(s-jd) mod n, where F is the permutation of 0 to 
n-1 and is a function given by F (am+b) =bd4-a=0 to d-1, and for b=0 to 
m-1 . 

USE - Generates rotationally invariant trellis codes used with 
hexagonal constellations which are rotations of each other. 
1/3 
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Incerlocked state machines with encoders - uses present state of 
one machine to determine next state of other machine and vice-versa 
during non-overlapping clock phases 

rritent Assignee: MOTOROLA INC (MOTI ) 

Inventor: ATWELL W D; LONGWELL M L 
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Abstract (Basic): US 4749929 A 

Two or more state machines are interlocked so that the outputs 
of one are the inputs of the next, with the outputs of the last being 
the inputs of the first. Pref. each state machine is responsive to 
a different clock phase, each non-overlapping w.r.t the others. In 
general, each state machine comprises a next state encoder having 
several inputs and a set of outputs. The set of outputs of the present 

state decoder of the first of the state machines are coupled to 
respective inputs of the next state encoder of the second state 
machine . 



The set of outputs of the present state decoder of the second 
state machine are coupled to respective inputs of the next state 
encoder of the third state machine , if any, and so on. This 
continues until the set of outputs of the present state decoder of 
Che last state machine are coupled to respective inputs of the 
next state encoder of the first state machine . 
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Asynchronous state machine e.g. for programmable control device - has 
timing circuit which detects changes in input data and initiates clock 
pulse applied to gate control of state register 
Assignee: TEKTRONIX INC (TEKT ) 
• )r : KIRKPATRIC D C 

i: .::\:>oy o i: Countries: 001 Number of Patents: 001 
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^: /Basic): US 4740891 A 

The asynchronous state machine waits a variable length of time 
.:::Ler deuecting a change in input stage before initiating a machine 
sLace change. The new machine state is a function of the previous 
machine state and the input state at the end of the waiting time, 
thereby allowing multiple, non-simultaneous input changes to occur 
during the waiting time without initiating intermediate state changes. 
The waiting time is a function of the current stage of the machine. One 
state variable of a set characterising the current state of the 
machine indicates whether the current state is an intermim state in 
a sequence of states occurring after an input stage change. 

Following a machine state change, this sequencing state variable 
initiates a subsequent state change, in the absence of any further 
• npMV stage changes, when the sequencing state variable associated with 
• current machine state indicates that the current machine 

state is an inuerim state of a sequence of states. 

ADVANTAGE - Time required to change states is minimised 
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Abstract (Basic) : WO 8707071 A 

A programmable logic device includes an array (10) of floating gate 
field effect transistors functioning as nonvolatile switches to correct 
she device input and product term lines in a user assigned manner. 
lv.ri::Cj reprogrammi ng , the device normal inputs and outputs are 

. .' ■■a, jrid reprogrammi ng data fed to the product term columns of the 
:v ■/ : ci ci serial shifc register latch (30), array raws being selected 
: / :ier:oder (20) . Loss of present output data may be prevented by 
. ■ cr: i. ng , or the device outputs tri-stated, during reprogramming . 

ADVANTAGE - The device chip is controlled by a state - machine 
no minimise need for additional pins, provides for rapid reprogramming, 
erasing, and verification function to be carried out while the device 
is installed in the users systems. 
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AbsLract (Basic): US 4562426 A 

A finite - state device occupies, at any given time one state 
from among a finite number of possible states, the one state depending 
on previously sent symbols. Each possible transition from a previous 
state to a current state is associated with a subset of alphabet 
signals. Signal selection logic receives each symbol to be sent and a 
current state from the finite state device. 

The logic delivers a corresp. signal selected from one subset 
among a number of subsets whose respective members are such that at 
least two of the subsets have at least one available signal in common 
and at least one available signal belongs to only one subset. A carrier 
is modulated in accordance with the delivered signal. 

ADVANTAGE - Achieves coding gain with relatively small increase in 
alphabet size 
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Abstract (Basic): EP 144635 A 

The array includes a number of AND rows (Ro,Rn) with transistors 
(300,302) for precharging the AND rows to one logic level (VDD) . An 
additional row (Ra) is provided along a transistor to allow precharging 
of the row to another logic level (ground) . The array includes a series 
of ciato coluinsn (316,318,320) and an output column (328) coupled to the 
•\*::* : .:v; ' Ro} . 

A number of logic cells (306,308) are divided among the AND rows, 
rricn cell has an input terminal coupled to the data column (316,318), 
dr. oucpuc connected to one AND row, and a second output connected to 
the next successive AND row. The AND conditions of signals on the data 
columns are formed on the AND rows (Ro,Rn), and the OR condition of the 
AND rows is formed on the output column. 

ADVANTAGE - Provides dynamic compact array. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To accurately evaluate a state assignment solution 
r-nd CO improve this solution in sequence by deciding an index showing the 
sca:ie of a combinational logic circuit based on a logical expression 
produced in the state transition description and the state assignment 
solucion and then applying the index for evaluation of the state assignment 
soluc ion . 

SOLUTION: A binary code is assigned to every state when a finite state 

machine consisting of a state memory circuit and a combinational logic 
circuit is synthesized from the state transition description. An analysis 
means 111 analyzes the state transition description to produce a logical 
expression showing a combinational logic circuit that constructs the 
finite state machine . An evaluation means 112 simplifies the logical 
"xn ;-p,ss ion by means of a state assignment solution in response to the input 
• S'.ace assignment solution chat secures the correspondence between 
: .xiry codes and the states. Then the means 112 evaluates the scale of 
• 'Hibi na L lona 1 logic circuit based on the simplified logical expression. 
Ax !::provemenc processing means 113 decides whether the state assignment 
x-'Ax'CLon can be improved based on the evaluation "result of the scale of the 
combinational logic circuit. If the state assignment solution can be 
improved, a new state assignment solution is generated and used for the 
evaluation processing. 
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ABSTRACT 

. •■•■"."[•■: To cb*ain an LSI scruccure that can be applied to the design of a 
r . : nt n\\ excernal input/outpuc device having high performance and a 
: . ::. :Vii:r:.ion, by forming a hierarchical processor within an LSI and 
: an ROM and a finite state transition machine to host and 

-s yoordinaue processors respectively. 

CONSTITUTION: The control function of an external input/output device 201 
for common application is shared and executed by >=1 state machines 
FSM. An FSMl which performs reception control on a transmission clock 
.psi.'. When data are transferred between a host system and the device 201, 
a data buffer 204 is provided in a control LSI in case the transfer speeds 
are different between the hose system and the device 201 or the time is 
needed for preparation of data transfer. Furthermore, a connection port of 
uhe FSM is standardized since the FSM can be added for each control 
I'Miccion of uhe device 201. A microprogram controller .mu.C has a function 
cil, locaiie uhe start sequence. Thus an on-chip hierarchical processor 
r-jcr ure is secured to define the .mu.C and the FSM as the host and 
. :' Jinan e processors respectively . 
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Factoring method for ambiguous finite - state transducer, involves 
copying arc of fully unf olded-state transducer to unambiguous and fail 
sare finite - state transducers while replacing symbols with diacritic 
when arc is inside ambiguity field 

Patent Assignee: XEROX CORP (XERO ) 
Inventor: KEMPE A 

Number of Countries: 001 Number of Patents: 001 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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Abstract (Basic): US 20030004705 Al 

NOVELTY - The method involves preprocessing the ambiguous finite - 
state transducer (FST) to create a fully-unfolded FST having states 
and arcs. The arc is copied to the unambiguous and fail safe FSTs 
while replacing the corresponding output and input symbols with the 
diacritic, when the arc is inside an ambiguity field. 

DETAILED DESCRIPTION - The arc is copied to the unambiguous and 
1 -1 i 1 safe FSTs while replacing the corresponding input symbol with 
• '-orresponding output symbol, when the arc is outside the ambiguity 

An INDEPENDENT CLAIM is also included for an apparatus for 
;-:^rLoring an ambiguous finite - state transducer into an unambiguous 
finite - state transducer and a fail safe finite - state 
c ransducer . 

USE - Used for factoring an ambiguous finite - state transducer 
into an unambiguous finite - state transducer and a fail safe 
finite - state transducer. 

ADVANTAGE - Enables efficient processing of input strings by 
lexical transducers . 



DESCRIPTION OF DRAWING (S) - The figure shows an example of a simple 
finite state automation, 
pp; 63 DwgNo 1/76 
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Method for transmitting large voliames of data via an asynchronous 
interface in a checker-master type redundancy circuit relies on data type 
and volume to be transmitted in accordance with different transmission 
cycles . 
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■;;;M.ber of Countries: 025 Number of Patents: 001 
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\iv> 200326175 A2 20030327 WO 2002DE3155 A 20020828 200329 B 

Priority Applications (No Type Date) : DE 1042611 A 20010831 
Patent Details: 
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Designated States (National) : CN US 

Designated States (Regional) : AT BE BG CH CY CZ DE DK EE ES FI FR GB GR 
IE IT LU MC NL PT SE SK TR 

A: * :BasJc): WO 200326175 A2 

'.'KLTY - Daza is cransmicted by relying on data type and volume to 
: • • :-.sn.i r *:od in accordance with different transmission cycles. 
Finite - state machines (FSMs) determine the course of operations on 
: • s:des of an interface. The FSMs can control the transfer of data 
•/ : dny number of data buses of any size. On each data bus data is kept 
stiable on the output side until it can be securely transferred on the 
input side. 

USE - None given. 

ADVANTAGE - Any number of data items are transmitted with each 
sequential phase until a cycle is completed. 

DESCRIPTION OF DFIA.WING{S) - The drawing shows a circuit diagram for 
parallel data transmission via an asynchronous interface according to 
the master-checker redundancy principle. 
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Memory controlling method for laptop computer, involves switching 



functionality to assert chip select signal within memory request to 
finite state machine , if cycle is row or page miss 
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Abstract (Basic): US 6442645 Bl 

NOVELTY - A memory request is partially decoded and the safe 
indicator signals are sampled. A logic block based on the decoding 
result, indicator signals, determines whether it is safe to issue a 
chip select and if so asserts the chip select. The functionality of 
chip assert is switched to a finite state machine , if the cycle 
' vpe ot memory request is a page or row miss. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
oil owing : 

(1) Memory controller; 

(2) Memory controlling system; and 

(3) Machine-readable medium storing memory control program. 
USE - For controlling memory e.g. SDRAM in laptop, desktop, 

palmtop, server, mainframe computers, printer, plotter, scanner, 
facsimile, automatic teller machine, wireless communication equipment. 

ADVANTAGE - Effectively reduces latency of a cycle initiated by a 
ojs-inastie ring agent to memory. Also, improves the performance of write 

-v.s , allowing chem co be completed with minimal latency, freeing the 

:".* interlace uor other cycles. Thus, provides a performance boost 
. ■ ;. :'^'::i'.;ry intensive applications. 

.:;v'.i::rv!: PTION of drawing (S) - The figure shows the flowchart 
: . : ra i: ing memory controlling process. 
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before transaction 
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Abstract (Basic) : WO 200063856 Al 

NOVELTY - Chip card system has transaction control application 
module (TCAM) (3) for checking authentication of electronic card 

before cransaction. 

\'>r. - Chi.p card syscem for electronic transaction such as 

: purse payment or ticketing transaction. 

\: '/AN'TAGE - By checking authentication of card, proof about 
' :• .■^* : 1 5 i: ic of issued chip card can be confirmed. 

:'r:5.;CP.:?TI0N of drawing (S) - The figure shows the finite state 
machine for stepwise checking and control of electronic transaction. 
Transaction control application module (3) 
pp; 10 DwgNo 2/2 
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Computer personality module for use in multimedia computers 
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US 5966691 A 8 GlOL-005/02 

Abstract (Basic) : US 5966691 A 

NOVELTY - A finite state grammar of message assembler (18) 
defines finite state slots for insertion of words to construct 
event notification message. A pseudo-random word generator selects and 
places words in slots to vary text of message for a predetermined 
c:'jridi t ion . 

DETAILED DESCRIPTION - An event handler (14) responds to operating 
system and application program for generating event notification 
messages in response to predetermined conditions. A message assembler 
of personality module is receptive to event notification messages for 
assembling text strings which correspond to the messages. A 
text-to-speech engine (22) is receptive of text strings for generating 
speech messages corresponding to text strings. 

USE - For providing pseudo-randomly varied speech messages in 
multimedia computers . 

ADVANTAGE - The personality module produces simulated computer 
personality which handles screen saver functions containing security 
fjnctions and provides useful spoken messages matching computer's 
t :-i\ing conte:-;t. 



DESCRIPTION OF DRAWING (S) - The figure shows system block diagram 
of screen saver and message notification system. 

Event handler (14) 

Message assembler (18) 

Text-to- speech engine (22) 
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Transit control system for automatic guided vehicle - has several finite 
state machines which are operated in predetermined priority level 

order of control performed for various transit characteristics 
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UsLraci: iBasic): JP 11065654 A 

NOVELTY - Several finite state machines are provided for 
• rol oi: transit characteristics. The machines are operated in a 
: *'rcf^ te rrni.ned priority level order of control performed for detection 
'i-tJ lenioval of obstruction, position error correction on TWY detection, 
reverse direction drive and reduction of attitude angle deviation of 
veruicai shaft periphery to TWY, on detaching TWY. 

USE - For automatic guided vehicle running along TWY such as 
magnetic TWY. 

ADVANTAGE - Secures simplified real time operation, thus avoiding 
collision with other vehicles. Reduces development cost as simple 
algorithm is used. DESCRIPTION OF DRAWING (S) - The figure shows the 
conceptual diagram of transit control system. 
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Data communications network security system e.g. for protection against 
computer virus - uses adaptable simultaneously parallel array of finite 
.■• :\' machines to monitor generated security threat patterns 

■-.:*-r:^ Assignee: INT BUSINESS MACHINES CORP {IBMC ) 

rr.venuor: HERSHEY P C; JOHNSON D B; LE A V; MATYAS S M; WACLAWSKY J G; 
WILKINS J D 
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US 5414833 A 44 H04L-009/00 

Abstract (Basic): US 5414833 A 

The security system includes a finite state machine with a 
memory, an address register which is coupled to the network and a start 
signal input and security threat pattern detection output which are 
coupled to a counter. The memory stores a finite state machine 
definition used for detecting a data security threat pattern. Similar 
second and third state machines are coupled with the first state 
machine by a programmable interconnection arrangement which 
st.lecuively interconnects the first security threat pattern detection 
oucdul CO the second or third start signal inputs. 

The inputs of a security event vector assembly device are coupled 
to all three counters, and a security event vector is assembled from 
the accumulated count value in the first counter and the second or 
third counters and represents the number of occurrences of the first 
and second or third security threat patterns on the network. A 
responder (300) with an input coupled to the security event vector 
assembly device, has outputs coupled to the first, second and third 
state machine memories and the programmable interconnection device. 
'"he responder changes the data security threat patterns to be 
.i--'leczec^ ori the network. 

ADVANTAGE - Real time detection of transmitted, infected programs 
dnd daca. Adaptive state machine monitor can be dynamically 
reprogrammed . 
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Financial document and cheque processing and printing system - has 
electronic lock for incrementing counter each time system is accessed, 
and sending interrupt signal to database and networking controller, which 
checks counter reading when system is next powered up 

Patenu Assignee: TRI-PLUS TECHNOLOGY CORP (TRIP-N) 

: n v^i:. r or : LU J 

r Countries: 002 Number of Patents: 003 
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Week 
199421 B 
199717 N 
199723 



Priority Applications (No Type Date) 

19930329 
Patent Details: 

Patent No Kind Lan Pg Main IPC 
GB 2273375 A 38 G06F-015/21 

CN 1093186 A G06F-0i5/20 



GB 9225616 A 19921208; CN 93103562 A 



Filing Notes 



GB 2273375 B G06F-017/60 

Abstract (Basic) : GB 2273375 A 

The system serves as a workstation with financial security and 
networking capabilities under software control. The system supports 
financial document typesetting, printing, data processing and data 
management, and comprises a control module, an operation module and a 
database. The control module comprises a high speed laser printer (10), 
ri ''iarabase/networking controller (11), a synchronous power supply (12), 
-.r ■ rr p.: c lock (13), a system real-time recorder (14), an 
- • :. : ..Scullion card (15), an account identification card (16), and a 
' • " * high capacity storage device (17). 

operation module comprises a display (20), an operation 
i.iocessor (21), a financial keyboard (22), an optical scanner (23), and 
a raagnetic ink character reader/magnetic reader (24). The control 
software is based on a finite state machine . The system may be 
extended by using several control modules and operation modules. 

ADVANTAGE - Automatically prints and processes documents. Supports 
various system task applications, English/Chinese characters, complete 
printing capability, management of cheque, bill, bond etc., networking, 
off-line, uninterrupted power supply, keeping of blank cheques, 
automatic MICR recording function, high reliability and high security 
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Point of sale system - includes two levels of processor nodes with each 
processor having transaction file and router- schedule software 

Patent Assignee: VIATA CORP (VIAT-N) 

Inventor: CARROLL M R; MILLS D G; SMALL J A 

Number of Countries: 024 Number of Patents: 002 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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P: i.oriuv Applications (No Type Date): US 89439981 A 19891121 
:"i-.od Pauencs: NoSR.Pub 
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Designated States (National): AU BR CA FI HU JP KP KR NO RO SU 
Designated States (Regional): AT BE CH DE DK ES FR GB GR IT LU NL SE 
Abstract (Basic) : WO 9107725 A 

The RPSOH processor includes a master transaction screening 
database, and facilities for maintaining up-to-date screening data and 
roinplece transaction data in all PSOP's; the point of sale/use system 
J ■ .- ^> :n':ludes Point of Sale Terminals (PSOT's), each one having an 

idenu i f ica c ion code. These PSOT ' s are connected in parallel to 
s;.r-jndard poru of the associated PSOP. Each processor comprises 
: finite state software operating system controller, termed a 
: L-r /scheduler , which is adapted to implement the specific tasks 
j.^'signed to a processor, as well as manages all of the hardware and 



software resources of a processor in accordance with a defined priority 
c.\r>n for ordering task execution. 

Eact PSOP has a complete transaction file, which includes 
* r if.sacvjons processed by other PSOP's, and making it possible to 
: :.-:a"e consolidated transaction reports at a terminal of each PSOP. 
r-.f- primary task assigned to a RPOSH is to establish frequent 
' rritvjnication with the PSOP's for the purpose of sending up-to-date 
screening and transaction data to each PSOP. 

USE/ADVANTAGE - Commercial transactions applications, banking, 
insurance, shipping etc. Improved Point of Sale Processing system with 
enhanced effectiveness, better operating characteristics, greater 
security and reduced cost. (86pp Dwg.No.1/16) 
Title Terms: POINT; SALE; SYSTEM; TWO; LEVEL; PROCESSOR; NODE; PROCESSOR; 
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Run length limited coded data stream generation method - transferring 
source data stream over several parallel channels to NRZ detector with 
each channel encoding its input data 

: As^iqnee: IBM CORP {IBMC ) 

• . : • : : .^fF^EL P H; TODD S J 

. : : '"'-.ijivu ries : 005 Number of Patents: 003 
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;\.. Ki nd Date 

I- r 1 2 6020 A 19840815 
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EP 84850003 A 19840103 198433 
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4286256 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
F.P 116020 A E 53 

nesiqnar.ed States (Regional): DE FR GB 

Arv-v;r-*:CL (Basic): EP 116020 A 

The appts. has several 'k* run length limited encoders for 
incerieave encoding a data bit stream applied over a path. Several of k 
run length limited (RLL) decoders for separate and decode an 
interleaved RLL bit stream. The method involves transferring the source 
data stream over the k parallel channel encoders to a non-return to 
zero (NRZ) detector. Each channel encodes its input data into an RLL 
stream with a frequency spectrum notched at f/n HZ, where f is a bit 
rate and n is a positive integer. 

The encoded RLL streams from all the channels are k-way interleaved 
inuo the NRZ detector such that the merged NRZ stream exhibits a notch 
:• : /kn HZ. 

JSK - For recording data on a magnetic tape or disc. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To allow a digital logic circuit to disable an 
information processor by comparing a password that an input circuit 
receives with a user password in security operation mode, and sending it 
a power subsystem and exciting the operation of a digital computer when the 
passwords match each other. 

SOLUTION: The password input circuit 82 is connected to a 4-button type 
security key pad by a key pad bus 84, the user of an electronic device 
presents a password to a state machine 52, and the password is compared 
wi*-h one or more passwords registered in a flash memory 56. Then when the 
• security controller 42 enters the security operation mode, 

' : passwords match each other, its output signal is sent to the power 

. V •^"•■^ c~:nd the operation of the digital computer is excited. 
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Pre-boot security controller adapted for inclusion in electronic 
digital computer and its power sxabsystem; energizes operation of computer 
if password received by password input circuit matches user passwords 
recorded in memory 

Patent Assignee: 02 MICRO INT LTD (ZERO-N) 

Inventor: DU S; HUANG J; HUANG Y M; OH B; REYNOSO A 

Number of Countries: 027 Number of Patents: 003 

Patent Family: 
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Kl.TV - An output concrol {62) is coupled a state machine 
lot: i: ransmicting an output signal to a power subsystem that 
t^riables the power subsystem. That may energize operation of the digital 
computer if the password received by the password input circuit (82) 
matches a user passwords recorded in the password memory (56) . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for: 
(a) an electronic device 

USE - As a security protection for computers and other 
microprocessor controlled devices for preventing the unauthorized use 
of such devices. 

ADVANTAGE - Disables an information processing appliance, such as a 
fjorcable, laptop or notebook personal computer, so it becomes 
.inoperable until unlocked by its authorized user, thus discouraging 
theft and enhances security , 

DESCRIPTION OF DRAWING (S) - The drawing is a block diagram 
illustrating in greater detail the pre-boot security controller of 
the present invention. 

state machine (52) 

password memory (56) 

output control (62) 

password input circuit (82) 
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Dual optical transceiver for high bandwidth full duplex communications 
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Abstract (Basic) : WO 9913601 Al 

NOVELTY - A controller is coupled to a laser transmitter and a 
receiver. It has a multi-protocol state machine to establish a full 
duplex connection whenever the other device operates in compliance with 
a set on-off-on signaling protocol and also with a second set signaling 
protocol . 



USE - The transceiver is used for high bandwidth full duplex 
communications, particularly open fiber control protocol {OFC 
protocol) . 

ADVANTAGE - The module is compatible with both OFC compliant 
modules and standard modules. Meets the safety class 1 product 
standard irrespective of the connection at the other end of the dual 
fiber channel . 

DESCRIPTION OF DRAWING (S) - The drawing shows a block diagram of a 
dual optical fiber communication system incorporating a multi-protocol 
.:onunur.ication module. 
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Airport surface safety logic system - uses target state machine to 
determine position, velocity etc. of aircraft and state of aircraft, 
whether landing, departing etc., using prediction engine to predict path 
of each aircraft and thus detecting possible collisions and alerting 

Patent Assignee: MASSACHUSETTS INST TECHNOLOGY (MASI ) 
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Absr.racc (Basic): US 5519618 A 

The airport safety logic system has a target state machine 
receives a number of tracks, each of which includes velocity, 
acceleration, size, position etc. information about an airport target 
object i.e. aircraft and also determines, for each track, a state of 
Che aircraft, whether it is stopped, taxi-ing, arriving, landing, 
aoorcinq a landing, departing, or aborting a departure. 

p red ice ion engine uses t.he position and velocity information to 
: b rrtax. and a min. distance the aircraft could travel in a 

:. -.l ie: oi: iiime and decermines, if the state of the object is 
' • r^rri V inq, ' ' whether che aircraft can land on a particular runway of 
Lhe airport. This prediction logic is the basis for the light-control 
logic controlling runway-status lights of the airport. An alert logic 
determines if there is risk of collision based on the prediction logic 
and if there is, alerts the control tower both visually and audibly. 

ADVANTAGE - Provides fully automated airport safety control 
system providing information to controllers and pilots and 
effectively predicts and prevents aircraft collisions. 
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Architecture of computer program for vehicle diagnosis system - has 

breakdown code module stored in memory unit 
Patent Assignee: FORD MOTOR CO (FORD ); FORD GLOBAL TECHNOLOGIES INC (FORD 

) 

Inventor: ARMITAGE J F; FERCH E B; SMITH P F 
Number of Countries: 002 Number of Patents: 003 
Patenc Family: 

Date Applicat No Kind Date Week 
19950728 JP 9466267 A 19940404 199539 B 

19970923 US 9343192 A 19930405 199744 

20030407 JP 9466267 A 19940404 200324 



-nuent: No 
;i' '1908 97 
•J ^67114 1 
3394310 



Kind 
A 
A 
B2 



Priority Applications (No Type Date): US 9343192 A 19930405 
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JP 3394810 B2 19 GOlM-017/007 Previous Publ . patent JP 7190897 

Abstract (Basic): JP 7190897 A 

The computer program is stored in RAM and ROM of a computer. The 
::[: :: or program installs numerous monitor modules which monitor each 
i^-.-^ ] '-om-ponenc or a number of component systems of the vehicle 
• .: H us i:he breakdown of the component. The monitor module 

i'tr.^ a breakdown subroutine call when it detects a breakdown. 
'.:r^ei lace is done between the monitor modules and the execution program 
modules co control the order of enable of monitor module to execution 
program module. 

The monitor modules execute the indicating defect light control and 
breakdown code storage strategy. A diagnosis scheduler module is 
executed as a limitation state machine . The diagnosis scheduler 
module controls the sequence and the instruction type self-diagnosis 
test operated by the monitor module and adjusts it simultaneously to 
issue store code subroutine call. The indicating defect light 
controller module responds to the store code subroutine call to 
: jrn-ofr or turn-on four independent lights. The computer program 
^-;-;ecutes storage and detection of breakdown code, 

ADVANTAGE - Low emission of toxic material from car. Provides 
precision control of engine and transmission system. Secures actuator 
and sensor operation appropriately. Executes system check. Controls 
indicating defect light. 
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Computer modelling and evaluation of automobile air bag appts . - 
constructing inflator state machine including slots for receiving and 



holding signals corresp. to gas and heat transfer dynamics, and creating 
model using data for dimensions, chemical compsn. , layout etc. 
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A computer model of an air bag inflator is established in which the 
inicial state of components is prepared with details of their 
dimensions, chemical compsn,, disposition and layout. 

Consideration is given to components such as combustion chamber 
(14), ports (16,20), diffusion chamber (18), tank (22) and their 
possible contents such as combustion pills (36) , flow deflector and 
screen pack (22,40,44). The state of components at times from ignition 
are determined. 

USE/ADVANTAGE - Different designs of gas generator can be evaluated 
and compared before embarking on actual mfr, and testing. Minimises 
fabrication testing and avoid destructive testing of gas generating 
compounds . 
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Cellular car telephone dialling controller - has numerals sequentially 
heard by user at each dialling step with operator switch closed to dial 
number when correct number heard 
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'r:.e cellular celephone dialing controller comprises an operator 
c: state machine , digitally stored audio prompts and a Dual 
: :r:'., 1 u i - Frequency signal generator. At each dialing step the 
-P^^raujr hears sequentially the numerals zero, one, etc. and the 
operacor ''dials'' by closing the operator's switch when the proper 
number is played. 

At completion of "'dialing*' the entire phone number is audibly 
replayed for operator approval, after which the call is automatically 
iniuiaced, including the generation of Dual Tone Multi-Frequency as 
well as Of f-Hook/On-Hook control signals. 

USE/ADVANTAGE - For motor vehicle. The entire dialling operation 
is compleued without visual pa rc icipa t ion or use of the operator's 
:t ::.':5, ensure driving safety . 
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Tne inceriock system comprises a device for detecting the loss of 
lighc on a fibre optic link. A controller , coupled to the detector, 
determines the safety condition of the link based on the output of 
the detector. The controller also controls the radiant energy output 
of an optical transmitter, based upon the determined safety 
condition, via redundant output control signals, A device coupled to 
the controller and responsive to the redundant control signals 
interconnects the output of the controller to transmitter drive 
circuitry to thereby adjust the radial energy output of the 
*c ransmi tter . 

The controller pref. includes an electronic implementation of 
cwo independent state machines , each of which redundantly 
determines the connection state of the optical link between two optical 
link cards. 

USE/ADVANTAGE - Medical technology, communications and computing. 
Reduces laser energy output to safe level when failure is detected. 
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ABSTRACT 

: TO BE SOLVED: To make the hold-time of write-in data securable 

Ai'.r.Guu using a delay buffer in a semiconductor integrated circuit device 
:n vvhich a write-in control circuit for securing a hold-time at the time 
of a write-in cycle is built in. 

SOLUTION: A write-cycle detector 102 detects a write-cycle by input of a 
system clock (a), a chip enable-signal (b) , a write-enable signal (c) , 
thereby a state machine 103 transits a state, a write-in control signal 
generator 104 generates a write-in control signal (g) negating with timing 
being earlier than negate-timing of the write-enable signal (c) 
synchronizing with the system clock (a) at the time of a specific state of 
a state (f ) . The hold-time of write-in data (h) for this write-in timing 
can be secured by writing write-in data (h) in a register 105 with the 
negate-timing of this write-in control signal (g) . 
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ABSTRACT 

PROBLEM TO BE SOLVED: To prevent fabrication and leak of hold data even 
when a releasing method of a security function is discovered by erasing 
hold data of a memory means independently of setting of rewriting 
prohibition information when a read-out prohibition state is released by 
seating read-out prohibition information. 

■ "\ : )[< : When releasing a security function ( security off) is 
;: i'.-u: "o a command interface 13, a state machine (erasing means) 14 
: : :r;:sn memory checks cells 12a to 12c for protection in a protection 
: ::\'n.iorJ security information storing circuit 12, and judges whether 
,s m a rewriting prohibition state (protection on) of protection 
iniormacion or not. When it is in a rewriting prohibition state, setting 
protection information is neglected, hold data of all blocks 11a to 11c in 
a flash memory main body (memory means) is forcedly erased. 



COPYRIGHT: (C) 2001, JPO 



36/5/3 (Item 3 from file: 347) 

:^1AL0G(R) File 34 7:JAPIO 

(c) 2004 JPO & JAPIO. All rts. reserv. 

05061125 **Image available** 
SPECIFICATION EXECUTION VERIFYING DEVICE 



PUB. NO. : 
P'-BLISHED: 

:nvf.ntor Cs) 



Ai. f LICANT (s) 

APPL. NO. : 
FILED: 
INTL CLASS: 
JAPIO CLASS: 



08-016625 [JP 8016625 A] 
January 19, 1996 (19960119) 
NAKAJIMA TAKESHI 
TAMURA NAOKI 

MITSUBISHI ELECTRIC CORP [000601] (A Japanese Company or 
Corporation), JP (Japan) 
06-144884 [JP 94144884] 
June 27, 1994 (19940627) 
[6] G06F-017/50 

4 5.4 (INFORMATION PROCESSING -- Computer Applications) 



ABSTRACT 

PURPOSE: To attain plural execution environments while performing tlie 
unitary management of the specifications as an abstract machine by carrying 
out: the specifications based on the specification description produced at a 
rj.M<.*- i 1 ':a L i on defining part and the execution environment produced at an 
■ ■ • . -rri-; ronmenc production part respectively. 

A speci f icac Ion defining part 103 defines an abstracted 

scate machine as an abstract machine and uses this machine to produce 

• L ion description. An execution environment production part 104 

: . • ^ ir.e abSLracced state machine as a concrete machine based on the 
.:::.s'. : acc machine define at the part 103 and produces an execution 
environment by means of the concrete machine. An execution part 105 carries 
out the specifications based on the specification description produced at 
the part 103 and the execution environment produced at the part 104. Thus a 
high abstract level is secured for description of the state machine , 
and it is not needed to apply the relating already given to the abstract 
machine to the concrete machine. Therefore the maintenance management is 
faci I i ua ted for the specifications. 
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BIOS device for computers , has internal memory to contain basic 

input/output system code and state machine 

portion of code in response to authentication 

communication with machine 
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of portable token in 
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Abstract (Basic): US 6633981 Bl 

NOVELTY - The device (135) has an internal memory to contain a 
basic input/output system (BIOS) code. A state machine controls and 
permics access to a portion of the BIOS code in response to 
authentication of a portable token (145) in communication with the 
machine. A random number generator produces signals corresponding to a 



number for storage in the memory (110) . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) a method for controlling access through user authentication 

(2) a program loaded in internal memory of a BIOS device. 

USE - Used for controlling access to the electronic system e.g. 
L:omputers, to maintain data security . 

ADVANTAGE - The device is independent of the operations of the 
operating system for controlling access to stored information, thereby 
resulting in a robust authentication technique. 

DESCRIPTION OF DRAWING (S) - The drawing shows a block diagram of an 
electronic system. 
Processor (105) 
Main memory (110) 
Bus (130) 
Bros device (135) 
Token reader (14 5) 
: r; : 2 DwqNo 1/9 
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.-VSTH:M; CODE; STATE; MACHINE; PERMIT; ACCESS; PORTION; CODE; 
AiiTfiENTICITY; PORTABLE; TOKEN; COMMUNICATE; MACHINE 
. « :.• ::ss: TOl 

: r.'.erndLional Patent Class (Main): G06F-001/24 
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Digital services unauthorized access control system in satellite video 
distribution system, comprises custom logic block with fixed algorithm to 
control access of non-volatile memory in conditional access module 
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Abstract (Basic) : EP 1345438 A2 

NOVELTY - A conditional access module (CAM) connected to integrated 
receiver /decoder (126) has nonvolatile memory storing state information 
to provide desired functionality and security policies for accessing 
digital services. The nonvolatile memory and microprocessor 
non-volatile memory share a programming charge pump. A fixed state 
custom logic block is configured to control access of non-volatile 
memory . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) a method for limiting unauthorized access to digital services; 

a nd 

(2) a conditional access module. 

USE - For controlling unauthorized access of digital services, 
television programs, and pay-per-view (PPV) program services in 
satellite video distribution system. 

ADVANTAGE - Since custom logic block performs a fixed algorithm, 
unauthorized access of digital services are limited, thereby protecting 



'.r.5u* r.orizeci access of the non-volatile memory. Improves protection of 
::*':nory concent significantly, through isolation of memory from system 
: V r^iccijle, system bus and microprocessor. Reduces manipulation of 
::>^mory concent and improves integrity of memory using fixed operation 
oi; a state machine provided by custom logic block. 

DESCRIPTION OF DRAWING (S) - The figure shows an explanatory drawing 
of video distribution system. 

control center (102) 

up link center (104) 

transmitter (105) 

antenna (106) 

sacellicG (108) 

s^.bsjr.iber receiver scacion (110) 
• riL'ti u n 1 c a L i. o n links (114,116) 
inceqraced receiver /decoder (126) 
pp; 17 DwgNo 1/7 
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Stealth firewall for computer network, has state machine which is 
preconf igured to make transition from restricting state to access state 
which causes packet filter to permit access to network 
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Abstract (Basic) : US 20030051155 Al 

NOVELTY - A packet filter restricts access to internal network, and 
a state machine (250) is preconf igured to make a transition from 
restricting state to access state which causes the packet filter to 
permit access to the internal network based on the code in the received 
access requests. 

PETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 

!' :MeLhod for permitcing access to network; and 
: rticorded medium storing program for permitting access to 
: wo r k . 

USE - For computer networks e . g . internet . 

ADVANTAGE - The access to the network protected by the stealth wall 
is authenticated by using a single authentication packet. Since the 
network is accessed by the requesting network device when the received 
access request consists of specified code, the network security is 
improved . 

DESCRIPTION OF DRAWING (S) - The figure shows a schematic view of 
the stealth firewall. 

S'.ealth firewall (210) 
internet (220) 



router (240) 

state machine (250) 
access code (260) 
internal network (270) 
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Necwork recognition system for network security , comprises processor 
with several processing elements to analyze and evaluate portion of 
protocol using preset rules and policies 
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Abstract (Basic): US 20020191549 Al 

NOVELTY - A processor (20) has several processing elements 
(26,28,30,32) which analyze and evaluate a portion of the protocol 
stored in a buffer (18) using the preset rules and policies to 
determine an action. A state machine (34) tracks the order of 
transmission of the protocols between the networks (12,14) and 
initiates the determined action on the protocol. An output interface 
(24) transmits the protocol between the networks. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
: ' . ] ^ w: n ^ : 

' ! * N-r^LWork processor; and 

[Nteuwork protocol processing method. 
..'[■: - Network recognition system e.g. for asynchronous transfer 
:\-v:r- ATM), Ethernet, SONET, OC-48 and OC-12 based networks for network 
security and data communication. 

ADVANTAGE - By using several processing elements connected in 
parallel, the processing speed is increased. By the use of preset 
rules/policies to determine an action, the efficiency of the system is 
improved . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the network recognition system. 
Networks (12,14) 
Buffer (18) 
Processor (20) 
Ouiiput interface (24) 
Processing elements (26,28,30,32) 

State machine (34) 
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ser State Machine is designed to control a network of 

a data processing system. The control includes circuits for 
o memory locations and for erasing memory locations. Logic 
provide signals to read areas of the memory network and in 
to instructions from the user to write or erase memory 

uional logic circuits take data from the memory to prevent 

n of memory contents under predefined conditions. 

NTAGE - Secure control of write/erase operations on memory 
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The systems bus (13) carries multi-dimensional bus data interfaces 
with a majority of local micro-processors (24), one for each dimension, 
via a majority of dual access storage structures (RAMs) (21), one for 
each local micro-processor. A local decision device controls access to 
each dual access storage structure (RAM) . This simplifies the 
elimination of standby conditions during data transmission between the 
system bus and the storage (21) and between the local micro-processor 
and the storage. 

The decision device employs the methods of a status engine of a 
r : r^irrviiable , logical component. This engine implements an operational 

i which transmission switching between a local microprocessor 
: : * i :6 1 access storage allows an interruption and completes the 
• i on without standby conditions. The status engines and the 

j.-j'crss storage are controlled via a signal pulse, which is twice 
is i'ast as the selection response of the local microprocessor. This is 
involved in the implementation of the status engines, in order to 
secure storage access for the systems bus and the local 
microprocessor, which has priority in this operation. 

ADVANTAGE - Improved processing time and control algorithm checks. 
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L : . : ;at:on ep 662651 a2 

iuic Kg round of the Invention 

This invention relates generally to computer implemented finite state 
machines which are suited for process control applications. This 
invention is more specifically directed to an implementation of a finite 
state machine in which the sequence of execution of steps can be 
controlled by a user for each state of the machine. 

As used herein, a finite state machine refers to a sequential system in 
which input parameters determine the state of operation of the machine. 
An implementation of a finite state machine is described in U.S. Patent 
No. 5,301,100 entitled "Method of an Apparatus for Constructing a Control 
:>y.s"„em and Control System Created Thereby". This application describes a 
[o-Tjic table for implementing the finite state machine in which a specific 
organization of data represents application logic conditions expressed 
utilizing logical AND and OR operators. FIGs. 1-7 in the present 
application describe aspects of such a prior art finite state machine 
implementation. FIG. 4 of the present application illustrates a finite 
state machine model as contemplated by this prior art. 

In the finite state machine model in accordance with the 
above-referenced prior art, a change of input parameters is required 
following a change of state transition before a test is made to determine 
it output actions are required in response to predetermined input 
parameter conditions. In certain applications it is desirable to be able 
: ^'^.ss such input conditions although a change in input parameters 

■ •j.-rrf^d since a change of state. One way of inducing such input 
: .* ■ v '-'Si, ing is to utilize an additional input parameter not related 

■ .-M:.sea input parameters which can be toggled solely to cause a 
• '. -::•.:':;>' ion of input parameters. Such an input functions as a "kicker" 

■ i.-iitiate an evaluation of input actions. The use of such an input 
Kicker is undesirable in that it adds to the number of inputs and must be 
initiated at an appropriate time relative to the state of the finite 
state machine in order to be effective. Thus, there exists a need for an 
improved finite state machine model which overcomes this deficiency. 

The above referenced prior art implementation of a finite state machine 
is encoded in a fixed size data structure in which logical vectors are 
stored in memory to define changes in output actions and change of state 
r. ransitions in the finite state machine. The fixed coding arrangement 
requires that the maximum number of logical vectors utilized for a given 
s-:: or conditions be utilized for the other sets of like conditions. 
7hi3 results in individual vectors which are blank, i.e. contain no 
logical data, since each fixed memory allocation must reflect the maximum 
possible number of vectors. Thus, there exists a need for an improved 
implementation of a finite state machine which minimizes memory usage. 

In the finite state machine model in accordance with the 
above-referenced prior art, a plurality of "AND" vectors are stored in an 
application logic table and define the processing steps implemented by 
the general flow of the state machine. Input parameters are represented 
by an input vector having a given bit length. The AND vectors are each of 
the same length as the input vector and are compared with the input 
vnctor on a bit-by-bit basis to make logical determinations in accordance 
, * s".ate machine. 

: .1 :.\:i\.o^r of applications, the AND vectors of the prior art 
•: . - iiicn consist of a single set bit. Thus, the combination of all 
islv.s in such an AND vector with the input vector are unnecessary in 

■ such comparisons can not yield a TRUE result. The comparison with 
a:0 vectors with the input vector on a bit-by-bit basis requires a number 
of execution cycles. Thus, there exists a need to enhance the execution 
speed by minimizing unnecessary bit-by-bit comparisons. 



. the Invention 

rh'-ecz of the present invention to provide an improved finite 
■ • in which che sequence of execution of steps can be 

* ively controlled dependent on the state of the machine. It is a 

• .i- ^v.r ooiect of the present invention to provide an improved finite 
ijiate machine implementation which permits input parameters to be 
selectably evaluated following a state transition based on preprogrammed 
control . 

It is a further object of the present invention to provide an improved 
finite state machine suited for implementation as vectors stored in 
memory of a microprocessing system in which nonfixed size data structures 
are permitted. 

It is another object of the present invention to provide an improved 
finite state machine implementation which permits certain AND vectors to 
be compared with an input vector without requiring a bit-by-bit 

■'^rnoa r 2 son . 

: r. iccordance of an embodiment of the present invention, a process 
^■iT.t: rol apparatus includes a microcomputer which implements a finite 
.-^;:aLe machine having a plurality of possible states. An input register 
receives input signals in which signal represents a condition associated 
v^f•ith a process monitored by the finite state machine. An output register 
generates output signals representing commands that control a function 
associated with the controlled process. An application table stores a set 
of vectors in memory for each state of the finite state machine. The 
Lnput signals are compared with the set of vectors in order to make a 
riec.ision on whether a transition to a different state is to be made. 
Followinq the change of state, a determination is made of whether a 
.-•^ r-i^v: sot of conditions associated with the changed state should be 

■ ■ •■ r -i : ^^'.i with che input signals. This determination is based on whether a 
: ' ' :::::.ried proceed flag stored for each state of the machine is setThe 

■ I'f, : .SMI is made if the proceed flag is set; if the proceed flag is not 

, * Tie comparison is not made and control passes to a next step. 
1 fi riccordance with an embodiment of the present invention, a finite 
state machine has a plurality of states and corresponding sets of 
selection vectors in which logical data is selectively stored to define 
logical conditions. An address locator corresponding to a set of the 
selection vectors is stored in memory for each state of the finite state 
machine. A section of memory associated with the microcomputer stores the 
set of selection vectors consisting of groups of vectors defining logical 
conditions. A count of the number of logical conditions within each group 
is stored as part of the group in order to permit different numbers of 
vectors to be stored in each group. The count of vectors within a group 

s utilized during execution of the finite state machine to determine the 
r:-.rt;ber o i: vector conditions to be read and tested relative to another 

in c: preferred embodiment a predetermined null value is assigned to an 
adc'ress locator to represent that a corresponding set of selection words 
does not exist. The null value is interpreted as requiring no further 
action; the process proceeds to the next step as defined in accordance 
with the finite state machine. 

In accordance with an embodiment of the present invention, an 
application table stores sets of conditions in memory as AND vectors 
which are compared against the input vector defined by the input 
register. AND vectors having a single set bit are identified and 
translated into a corresponding AND index vector in which the bit 
r:'^s:":on having the set bit is encoded. The AND index also includes an 
::.':tex riaq identifying the vector as an AND index vector as opposed to a 
r.jrmal full length AND vector. The AND index vector replaces the 
■^r responding AND vector from which it was derived. During the execution 
of the finite state machine, a determination is made if a vector is an 
AND index vector based on the index flag. If a vector is determined to be 
an AND index vector, the stored bit position contained in the AND index 
vector is decoded and utilized to identify a corresponding bit position 
in the input vector, and a TRUE/FALSE determination is made of the 
identified bit in the input vector. This completes the equivalent 
comparison of the index vector with the input vector. Thus, it will be 
apparent that a bit-by-bit comparison is eliminated and thereby execution 
speed is increased. 
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, Si'^ECI FICATION processes needed to provide interactive television 
services to multiple users simultaneously. This problem is solved in 
accordance with the present invention by using hierarchies of finite 
state machines (FSMs). 

Many control devices have multiple states with permitted 
transitions between states . Such devices can range from simple 
controllers containing a few relays, logic circuits or a single 
microprocessor to complex control systems including multiple processors. 
Such conurol devices can often be analyzed by simulating them as a series 
i finite state machines , also called finite automata. FSMs 
hefp.sel ves can be implemented by computer programs. Thus, it is feasible 
to design and implement a control system as a... 
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- : 1 . - 1 ' '-;;-r-] Qf^j j-j^g j-Qp of the Queue for reception by the LCP process 116. 

in ;:he embodiment under consideration, the LCP process 116 itself is a 
simple finite state machine that responds to messages appearing on 
the top of the digital signal processor message queue 114 in the context 
of its current state . For example, in one embodiment of the invention 
the telephony interface controller module 102 has two states: Idle and 
Answer. The receipt of an ONHOOK message during the Idle state is 
ignored, while the receipt of an... 
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F:Ci FT CAT. TON single chip, but that it also reduces the load on the CPU. 

K--rerr.inq now to Figure 2, there is shown a block diagram of bus 
controller 100. On the left, encoder/decoder 102 converts parallel data 
; '1 serial form and applies the conventional Manchester II coding scheme 
cis required by the standard. Unit 102 is controlled in turn by bus 
concrol module 104, a simple finite state machine the sequence of 
which is shown in Figure 3. The normal waiting state is at the top of 
the figure waiting for a request from the command block processor 110 to 
oerform a bus transfer. If the transfer... 
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iJetailed Description 

... the same as the statistical properties of A + Cyn . . Then a reasonable 
approximation of the absolute value is 
I Xj =A +0771 (7) 

A mode controller of the present invention implements finite state 
machines . 

Figure 4A is a state diagram of the mode controller of the present 
invention. State 14 1 is an acquire state machine for acquiring the 
::.^:o:;^:nq signal during acquisition mode. State 142 is a track state 
■ . vracking the incomirig signal during the tracking/detection 

:■ • .r -r :i : on . The value of L drives the mode controller by 
: ' :r. v;r:en the mode controller should transition between states 
: '• A-. : M mode the receiver should operate. The mode controller starts 
...a i snate 140. The signal is then acquired... 
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Claims 



English Abstract 

...system and method for controlling a stepper motor wherein the amount 
of memory space needed to store a phase table is minimized. The stepper 
motor controller (100) comprises a memory (110) sized to store data 
representing a plurality of states for current outputs to be supplied to 
5 first winding of a stepper motor and from which are derived current 
^ucputs for Che first winding and a second winding of the stepper motor. 
A finite state machine (120) is coupled to the memory. The finite 

state machine (120) comprises a first address register that stores an 
rjdoress for data in the memory for a present state of the first 
winding and a second register that stores an address for data in the 
memory for a present state of the second winding. When the finite 
state machine (120) receives as input a step control (150) or command 
signal, it reads a bit pattern (122) from the memory at an address 
corresponding to. . . 

Decaiied Description 

, . . system and method for 

•: ■ rc 1 1 i nq a stepper motor wherein the amount of memory space needed to 
• -1 phase cable is minimized. The stepper motor controller 

. •■ : r:---:-^ rj :rie:aor:y sized to store data representing a plurality of states 
: • '..rr-rri;' outputs to be supplied to a first winding of a stepper motor 
: which are derived current outputs for the first winding and a 

uri\Q: winding of the stepper motor. A finite state machine is 
coupled to the memory. The finite state machine comprises a first 
register that stores an address for data in the memory for a present 
state of the first winding and a second register that stores an address 
for data in the memory for a present state of the second winding. 
When the finite state machine receives as input a step control or 
conimand signal, it reads a bit pattern from the memory at an address 
corresponding to the contents of... 

Claim 

I . A stepper motor controller comprising: 

ri Memory for storing data representing a plurality of states for current 
.;::tpui;s to be supplied to a first winding of a stepper motor and from 
which are derived current outputs for the first winding and a second 
winding of the stepper motor; and 

a finite state machine coupled to the memory, the finite state 
machine 

comprising a first register that stores an address for data in the memory 
for a present state of the first winding and a second register that 
stores an address for data in the I 0 memory for a present state of 
the second winding, wherein the finite state machine receives as 
input a step command signal and in response thereto reads a bit pattern 
from the memory at an address corresponding to the contents... 
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Claims 

English Abstract 

...providing an interface between the switch engine and an external 
processor. The switch engine includes the memory controller, a bus 
concroller and a look-up controller , each preferably including a finite 
suace machine. The memory controller provides an interface between the 
rriemory and the communica c ion bus by including a command decoder for 
.v-^i^iina bus commands received from the communication bus. For example, 
• ■ ."Oianiand decoder provides a response to memory read and write bus 
--.riiinands . In addition, the memory controller includes a memory control 
finite state machine for controlling operation of the memory 
controller according to the bus commands received from the command 
decoder. The memory controller also includes logic and address 
registers for providing appropriate row and column addresses to the 
memory device according to a current state of the memory control 
finite state machine . Because the memory control finite state 
machine controls operation of the memory controller , memory read and 
write operations are performed with a minimum of delay, thereby 
increasing the throughput capacity of the multi-port bridge. 
Claim 

... a multi-port bridge for a local area network wherein the communication 
: r.- '^rconnects a plurality of ports of the multi-port bridge, the 

controller comprising : 

1. ci ccii\ii\an6 decoder coupled to the communication bus for receiving bus 
cD'Htnands from the communication bus and for forming an operation 
control signal indicative of a type of bus command received; 
b. a memory control finite state machine coupled to receive the 
operation 

control signal from the command decoder, the memory control finite 
state 

machine having a plurality of states; 
lie. means for forming a plurality of memory control signals according 
to a current state of the memory control finite state machine 

w!; ere in the memory 

cupLroi signals are coupled to control inputs of the memory device; and 
d. means for forming row and column addresses according to memory address 
daca received from the communication bus, the row and column addresses 
for coupling to address inputs of the memory device. 

2 The memory controller according to claim I wherein the communication 
bus includes control signal lines and data lines and wherein the command 
decoder is coupled to the control... 



27/3, K/8 (Item 4 from file: 349) 

:":ALOf^- (R) File 3^9: PCT FULLTEXT 

r.' ''A W I PO/Uni vent io . Ail res. reserv. 



• • ; Image ava liable ' * 

PREVENTING A SOURCE FROM BECOMING A DESTINATION PORT IN A MULTI-PORT BRIDGE 
TECHNIQUE DE SELECTION DESTINEE A EVITER QU'UN PORT SOURCE NE DEVIENNE UN 
PORT DE DESTINATION DANS UNE PASSERELLE MULTI-PORTS DESTINEE A UN 
RESEAU LOCAL 
Patent Appl leant /Assignee : 
SONY ELECTRONICS INC, 
VASA Suresh L, 
Inventor ( s ) : 

VASA Suresh L, 



:;•}•:•: ar:d Priority Information (Country, Number, Date): 
i-acenc: WO 9914892 A2 1 9990325 

Application: WO 98US18769 19980909 (PCT/WO US9818769) 

Priority Application: US 9759171 19970917; US 9864676 19980422 

Designated States: AL AM AT AU AZ BA BB BG BR BY CA CH CN CU CZ DE DK EE ES 
FX GB GE GH GM HR HU ID IL IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MD 
MG MK MN MW MX NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM TR TT UA UG US 
UZ VN YU ZW GH GM KE LS MW SD SZ UG ZW AM AZ BY KG KZ MD RU TJ TM AT BE 
CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE BF BJ CF CG CI CM GA GN 
GW ML MR NE SN TD TG 

•"'•jblicac ion Language: English 

r'u ue:-:ti Word Count: 12937 



r'uiltext Availability: 
Detailed Description 



Detailed Description 

. . . 304 latches addresses from the communication bus 102 and provides them 
to the transceiver 308. The registers 304 also contain a counter for 
storing a current state of the finite state machine of the port 
and registers for storing parameters for use by the finite state 
machines of the port. 



r : r • rilso includes a memory pointer FIFO buffer 306 coupled between 
• ca i: ion bus 102 and che port controller 300. The memory 

i,.jrL"er 306 stores memory pointers (explained herein) for data 
: being queued in the packet buffers 206 (Fig. 3) of the... 
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: .-.p of the queue for 
:e':epLion by the LCP process 116. 

In the embodiment under consideration, the 

LCP process 116 itself is a simple finite state 

machine that responds to messages appearing on the top 
of the digital signal processor message queue 114 in 
the context of its current state . For example, in one 
embodiment of the invention the telephony interface 

controller module 102 has cwo states: Idle and 
Answer. The receipt of an ONHOOK message during the 
\ : s i: a c e is 
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...CLAIMS 20, 60) comprises; 

furnishing data required by at least one portion of said target software 
product ascribed to one of said states (34) of said finite state 
machine ; or 

furnishing information to said state machine comprises furnishing a next 
windo'w command to transition from a current state of said finite 
state machine to another state of said finite state machine 



, and to cause said target computer product to display a next window 
to a user; or 

furnishing an information input to receive user supplied information... 
. . . comprises ; 

providing for furnishing data required by at least one portion of said 
vi-irqec software produci: ascribed to one of said states (34) of said 
finite state machine ; or 

f toviaing for furnishing a next window command to transition from a 

current state of said finite state machine to another state 
of said finite state machine , and to cause said target computer 
product to display a next window (28) to a user; or 

providing for furnishing an information input to receive... 
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. . --in initial state of the process flow and continuing step by step 

: • ^:r'ir\. rr.'specuive lurr. her scate of at least the first and the 

• - finite state machine , it is analysed which state 

' : i-.:^ : irjns are possible according to the description of the 
; ' spH I've finite state machine and it is also checked which 
state transitions are allowed according to the 
speci f icat ionautomat , whereas only such state transitions are 
integrated in the processautomat which are possible and allowed; 
d) the process flow is being... 

...CLAIMS an initial state of the process flow and continuing step by step 
for each respective further state of at least the first and the 
second finite state machine , it is analysed which state 
transitions are possible according to the description of the 
respective finite state machine and it is also checked which 
state transitions are allowed according to the 
specif icationautomat, whereas only such state transitions are 
integrated in the processautomat which are possible and allowed; 
d) the process flow is being... 
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:l.ied in by pointing to lists of events or actions associated with the 
ciirferent: objects. The contents of these lists are dependent on the 
object class. Event or action descriptions are transported into the 
respective cells of the State Table in the form of descriptive strings of 
text. This text describes the event or action, and the event source, or 
action destination. Entries in the State Table define the operation of 
the simulation and are executed directly by an interpreter or are 
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. . .CLAIMS according to claim 1 wherein said state table editor module 
includes a collection of reaction rules forming a reaction table 
stored in memory. 

A . A finite state machine for simulating a system and responsive 
to a signal representing a present state of the simulated system 
cind to a plurality of input signals for deriving an output signal 
including a signal defining a next state of the simulated system, 
said finite state machine including: 

a random access memory responsive to an address signal for 
selectively retrieving instruction signals stored therein; and 

a processing unit for storing the present... 

...visual characteristics, and 

(iii) changeable features of said displayable visual characteristics 
responsive to said controlling parameter; describing a state 

table defining the operation of a finite state machine, the state 
table including 
•i) present states of the finite state machine, 
; : pvencs to be monitored in each of the present states states, and 
:.>j:-y states of che finite state machine in response to detection 
: E'.-'Spective event to be monitored in said present states ; 
; "..-rating said finite state machine responsive to said state 
I iirl^ to display said graphic objects including 
( .i ; defining an instant one of said present states of the finite 
state machine defined in said state table. 

(ii) detecting an event of the events to be monitored in said instant 
present state , 

(iii) generating a controlling parameter in response to said detected 
event of said instant present state in accordance with said state 
table, and 

(iv) defining a next state of the finite state machine in 
:-esponse to said detected event of said instant present state in 
-:'-.':crdance with said state table; and displaying said graphic 
objects in response to said controlling parameter generated by said 
generating step. 
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■"-. --^Wr" E.T. .Monthly No: EIM8 606-04 0309 

Title: INHERENT DIFFICULTIES IN GLOBALLY OPTIMAL MATERIAL TRANSPORT 
SCHEDULING WITHIN FLEXIBLE MANUFACTURING SYSTEMS. 

r.^r : Maletz, Mark C. 
'■■.iporaue Source: Industrial Technology Inst 

Conference Title: 1984 ACM Twelfth Annual Computer Science Conference: 
The Future of Computing, CSC '84 and SIGCSE Symposium. 

Conference Location: Philadelphia, PA, USA Conference Date: 19840214 
Sponsor: ACM, New York, NY, USA 
E.I. Conference No.: 07112 

Source: Publ by ACM, New York, NY, USA p 183 
Publication Year: 1984 
ISBN: 0-89791-127-X 
Language: English 

: orunient Type: PA; (Conference Paper) 
. .rr.ci'. Announcement: 8 606 

rr.:.-u : A major topic in flexible Manufacturing System research 

• :. ^"r:.5 ::oncroi of the underlying Material Transport System (MTS) . This 

• r.- : '^i ■ s cypically accomplished by first generating a schedule for the 
r.e ria i c ransportat ion , and then converting this schedule into 

instructions that can be executed by the MTS devices (e. g. , programmable 
controllers ) . A desirable objective of such scheduling is the production 
of globally optimal schedules and the associated control instructions, 
where the current ' state ' of the MTS is consulted and the system is 
directed to a desired future ' state ' . Unfortunately, this global 
optimization is inherently difficult from a computational point of view, 
which may explain why existing systems use less sophisticated scheduling 
rochniques. This talk presents a Finite State Automata (FSA) 
: i<^ r-^^e^nwa': ioD of the MTS control problem, and then uses this model to 
; :- :,'':iy cornpu t a c iona 1 difficulties involved in global MTS scheduling. The 
iSA sr.ates correspond to 'states' of the MTS, which can be characterized by 
sensor values and queue-related information. Scheduling in the FSA model 
generalizes to calculating state transitions to satisfy reachability 
constraints. A computationally tractable alternative to globally optimal 
MTS scheduling is then introduced. (Author abstract) 

Descriptors: ^COMPUTER AIDED MANUFACTURING; COMPUTER PROGRAMMING — 
Applications; SCHEDULING; INDUSTRIAL PLANTS — Flexible Manufacturing Systems 

Identifiers: MATERIAL TRANSPORT SYSTEM; ABSTRACT ONLY 

Classification Codes: 

723 (Computer Software); 913 (Production Planning & Control) 
72 (COMPUTERS & DATA PROCESSING); 91 (ENGINEERING MANAGEMENT) 
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01138709 E.I. Monthly No: EI8208067248 E.I. Yearly No: EI82025689 
Title: CONFIDENTIALITY OF INFORMATION. 

Author: Roos, H. 

Corporate Source: Klynveld Kraayenhof & Co, Amsterdam, Neth 
Source: Information & Management v 4 n 1 Mar 1981 p 17-21 
Publication Year: 1981 
CODEN: IMANDC ISSN: 0378-7205 
[.rinqvaqe : ENGLISH 
' 'j:-r:a.: Announcement: 8208 

A:':-racL: The relationship between organization structure, the supporting 
: c;rmacion systems and the confidentiality issue, defines the end user's 
responsibility for information control. In a data sharing environment end 
users must agree upon their mutual responsibility for shared data. The 
database adminstrator is the natural authority to control the execution of 
that agreement. Any departure from strictly preventive control weakens data 
sharing control. On-line end user access control by means of security 
tables may be compromised by the current privileged state machine 



:^ i : ecLure . Resulting control weaknesses should be compensated by 
r r^^cedurai and organizational means. 3 refs. 

Oescripcors : DATA PROCESSING, BUSINESS--* Security of Data; INFORMATION 
DISSEMINATION--Control; MANAGEMENT SCIENCE — Applications 
Classification Codes: 

723 (Computer Software); 901 (Engineering Profession); 731 (Automatic 
Control Principles) 

72 (COMPUTERS & DATA PROCESSING); 90 (GENERAL ENGINEERING); 73 
(CONTROL ENGINEERING) 
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INTERLEAVING PLANNING AND EXECUTION 
AuLhor: NOURBAKHSH, ILLAH REZA 
Degree: PH.D. 
Year: 1996 

Corporate Source/Institution: STANFORD UNIVERSITY (0212) 
Adviser: MICHAEL R. GENESERETH 

Source: VOLUME 57/08-B OF DISSERTATION ABSTRACTS INTERNATIONAL. 

PAGE 5161. 14 8 PAGES 
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Descriptor Codes: 0984 

In chis dissertation, we explore architectures and termination 
criteria for interleaving planning and execution. Our aim is to present a 
broad study of interleaving, describing approaches that allow safe , early 
termination of planning episodes and corresponding control systems that 
achieve specified goal conditions cheaply by taking advantage of the gains 
incurred through interleaving. 

We intend to describe a basic control architecture for controlling 
multiple planning and execution episodes. Furthermore, we will describe 
planning termination criteria. The criteria will be based on a variety of 
techniques, from the analysis of the structure of candidate plans to the 
'^reation of abstraction systems that "direct" early termination of 
: : ird- 1 pve 1 planning. We will present conditions under which 

i'^- ."^] r'esults of soundne^is, completeness and optimality hold for 

. : ques . In addition, we will describe long-term empirical results 
. : a t ion and real-world mobile robot tests. Finally, throughout 

'.s v;t.rk we also hope to show that many of the current results in the 
:: licM. planning, finite state machine learning, and mobile robot 
navigation communities are special cases of the more general systems and 
termination criteria presented here. 
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01^199585 ORDER NO: AADNN-08167 

LOGIC CONTROL: MARKOVIAN FRAGMENTS, HIERARCHY AND HYBRID SYSTEMS (COCOLOG) 

A'Jthor: WEI, YUAN-JUN 
ufto r ee : PH.D. 
Year: 1995 

Corporate Source/Institution: MCGILL UNIVERSITY (CANADA) (0781) 
Adviser: PETER E. CAINES 

Source: VOLUME 57/04-B OF DISSERTATION ABSTRACTS INTERNATIONAL. 

PAGE 2779. 177 PAGES 
Descriptors: ENGINEERING, ELECTRONICS AND ELECTRICAL 
Descriptor Codes: 0544 
ISSN: 0-612-08167-2 

'•.'-.^itio upon the COCOLOG (Conditional Observer and Controller Logic) 
- formalism, we present a framework, called a system of 

- • ' : : ;ri(-nus, which permits efficient updating of the axiom sets of 



a COCOLOG system. The key idea is that one should only retain those axioms 
and theorems concerning the most recent state estimate of the 
controlled machine. This information is sufficient to evaluate the truth of 
conditional control formulas which only depend upon the current state 
escimace of che controlled machine. As a result, a Markovian fragment 
system is demonstrated to have virtually the same control power as a full 
■ "^•■^I'JG system. Further, it is shown that a Markovian fragmented system has 
: ' rr:e:-:.!r:y of logical deduction which is time-dependent while a full 
':'^■;0'"^ system has a complexity which increases monotonically with time. 

:n craer to formulate the analysis and synthesis of hierarchical 
sy^stems, a hierarchical structure based upon the notion of dynamical 
consistency is presented. The underlying motivation for this notion is that 
high level dynamics should be consistent with low level dynamics. The major 
part of this investigation is carried out for the so-called in-block 
controllable partition lattices, which are the lattices of partitions for 
which each block element constitutes a controllable submachine. We show 
that most controllable finite state machines have at least one 
non-trivial in-block controllable partition machine. It is also shown that, 
subject to in-block controllability, the resulting partition machines are 
controllable if and only if the base machines are controllable. A 
consequence of this construction is that a state-to-state reachability 
I'-roc-em can be decomposed into reachability problems at different levels of 
ri:->s ■: :'dct i on . In terms of this theory, a hierarchical control system is a 
s-j:: t. f control systems associated with a chain from the top element to the 
:N^-LCoin element of the in-block controllable partition lattice of a 
controlled machine. 

As an extension of regular COCOLOG, we give the HICOLOG formulation of 
hierarchical logic control. The basic contribution is the construction of a 
system wherein a high level logic controller makes its control decisions 
with respect to the information available to it and communicates its 
commands as control objectives to the associated low level logic control 
systems; this is continued down the chain of systems in a given 
hierarchical lattice. Information flows up the hierarchy in the form of 
'ir-s*. rat:i statements concerning the system state. 

: 1:0;: ion of dynamical consistency is extended to hybrid systems so 
ine the set of dynamically consistent hybrid partition machines 

with a continuous system ${\cal S}$. It is shown that it is 
to define an in-block controllable hybrid partition lattice for 
${\cdl S}$ and this permits the hybrid control of a continuous system 

to be formulated within a lattice theoretic hierarchical control 
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THE ARCHITECTURE AND IMPLEMENTATION OF MEMNET : A HIGH-SPEED SHARED-MEMORY 
COMPUTER COMMUNICATION NETWORK 

■ r : l^fiLP, GARY SCOTT 
' : [' H . D. 

•-v:r: 1583 

Corporate Source/ Inst i tut ion : UNIVERSITY OF DELAWARE (0060) 
PROFESSOR IN CHARGE: DAVID J. FARBER 

Source: VOLUME 49/08-B OF DISSERTATION ABSTRACTS INTERNATIONAL. 
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A rnaior limitation of current distributed system technology is that 
' -'-^r. heati associated with the normal input/output paradigm of 

r.:.£i:tion severely affects the system performance. This research has 
* r. rj new perspective on the interconnection problem based on a memory 
^-x tension paradigm. Evidence to date demonstrates that the processor 
overhead is greatly reduced and significant additional functionality is 
gained . 

Memnet is a computer architecture in which the local network appears 



-3s fnemory in the physical address space of each processor on the network. 

•'3 1 area networking and distribuced system support are two potential 
jr: . : i:ac ions of this architecture. The Memnet principles of 

:npu Ler/communication interconnection are extendable to wide-area, 
n ^'jh-3peed, low-latency processor interconnection. 

This dissertation includes a survey of interprocess communication 
schemes and shared memory architectures. A description of the Memnet 
architecture and implementation is followed by an analysis of the behavior 
of the Memnet architecture over a wide range of uses. The state 
machines and schematics of the experimental implementation are included as 
appendices . 

Analytic and experimental results confirm the viability of distributed 
shared memory supported in hardware at the memory controller level. For 
:rany applications, the impact of distributing the memory resource is under 

^: ^ ht- 'jndisc ributed performance. 
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Confidentiality of information. 

Author(s): Roos, H 

Corporate Source: Klynveld Kraayenhof & Co., Amsterdam, Netherlands 
Information Management Review vol. 9, no. 1, pages 17-21 
Publication Date: Mar 1981 
: : r.N: 0961-7612 
1 ' 1 : :r- : English 
■;.:!.e:iL Type: Journal Article 
;o::d Type: Abstract 
'oMrnal Announcement: 1600 

The relationship between organization structure, the supporting 
information systems and the confidentiality issue, defines the end user's 
responsibility for information control. In a data sharing environment end 
users must agree upon their mutual responsibility for shared data. The 
database administrator is the natural authority to control the execution of 
that agreement. Any departure from strictly preventive control weakens data 
sharing control. On-line end user access control by means of security 
■ I'cles may be compromised by the current privileged state machine 
. i^esulting control weaknesses should be compensated by 

'.r: ;:^r. gani za t iona 1 means. 

**. Codes and Description: 2.00 (General Aspects) 

:;-aairig: Research Mechods 
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5526626 INSPEC Abstract Number: C9704 -1340G-015 

Title: On optimization of a class of hybrid systems with fast stochastic 
dynamics 

A:Lhor{s): Altman, E.; Gaitsgory, V.; Shi, P. 

A'.iU nor Affiliation: Inst. Nat. de Recherche en Inf. et Autom., Sophia 
Afitipolis, France 

Conference Title: Proceedings of the 35th IEEE Conference on Decision and 
Control (Cat- No . 96CH3598 9 ) Part vol.1 p. 523-8 vol.1 
Publisher: IEEE, New York, NY, USA 

Publication Date: 1996 Country of Publication: USA 4 vol. 4858 pp. 
ISBN: 0 7803 3590 2 Material Identity Number: XX96-03111 

U.S. Copyright Clearance Center Code: 0 7803 3590 2/96/$5.00 
Conference Title: Proceedings of 35th IEEE Conference on Decision and 
Control 

Conference Sponsor: IEEE Control Syst . Soc; Soc . Instrum. & Control Eng. 
; :r.si. Syst., Control & Inf. Eng 



Conference Date: 11-13 Dec. 1996 Conference Location: Kobe, Japan 
Language: English Document Type: Conference Paper (PA) 
Treatment: Theoretical (T) 

Abstract: We consider the problem of control for continuous time 
stochastic hybrid systems in finite time horizon. The systems considered 
nre nonlinear: the state evolution is a nonlinear function of both the 
' r:', rc l and the scace. The control parameters change at discrete times 
: • ' : : an underlying concrolied Markov chain which has finite 

state i :":v ion spaces. The objective is to design a controller which 

: : an expected nonlinear cost of the state trajectory. We 

an averaging procedure, that the above minimization problem can 
^: :*rox Irna i:ed by the solution of some deterministic optimal control 
: :v.b;ei;K This" paper generalizes our previous results obtained for systems 
wr.ose scate evolution is linear in the control. (22 Refs) 
Subfile: C 

Descriptors: continuous time systems; control system synthesis; discrete 
time systems; Markov processes; minimisation; optimal control; stochastic 
systems 

Identifiers: hybrid systems; fast stochastic dynamics; continuous time 
stochastic hybrid systems; finite time horizon; state evolution; nonlinear 
function; controlled Markov chain; expected nonlinear cost; state 
i.raiectory; averaging proced; minimization problem; deterministic optimal 
' : o n I- r o 1. problem 

Class Codes: C1340G (Time-varying control systems); C1180 (Optimisation 
:ocnniques); C1330 (Optimal control); C1310 (Control system analysis and 
synchesis methods); C1340D (Discrete control systems); C1140Z (Other topics 
in statistics) 

Copyright 1997, lEE 
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'•:'^^i079 INSPEC Abstract Number: C9507-74 20D-010 
Title: The principles of state logic control 

. • . : ^ s ; : C ha mbe rs , W . 

ArLiliacion: Adatek Inc., Sandpoint, ID, USA 
.\.::rorence Title: Proceedings of the Industrial Computing Conference, 
p. 119-30 

Publisher: ISA, Research Triangle Park, NC, USA 

Publication Date: 1994 Country of Publication: USA xiii+410 pp. 
U.S. Copyright Clearance Center Code: 1058-8 655/ 94 / 1 19-130/$0+ . 50pp 
Conference Title: Proceedings of the Industrial Computing Conference. 
ICS/94 

Conference Date: 23-28 Oct. 1994 Conference Location: Anaheim, CA, USA 
Language: English Document Type: Conference Paper (PA) 
Treatment: Practical (P) 

Abstract: State logic control is rapidly growing in popularity with most 
of the major venders offering some form of state logic control strategy. 
There have been thousands of products sold in this country to large and 
S'P.all customers alike. Over half of all new control installations in Europe 
are now implemented using state logic. Traditional control strategies have 
a long history based on hardwired or non electrical solutions of the past 
State logic is based on Finite State Machine Theory which allows 
the computer to more closely mirror the real world application. State 
logic's primary elements are tasks which are composed of one or more 
states. Tasks all execute simultaneously or in parallel with one state 
active at a time. The logic in the non-active states is ignored making 
scace logic naturally more efficient. Besides simplifying control, state 
logic's special capabilities include diagnostics, data handling, and the 
ribility to add special high level tools for the user. State logic empowers 
' jser. ICS objective is to become transparent, allowing clear focus on 

• : ' : " syscem design. State logic significantly shortens the distance 
:■ "he logical and clever thinking of the engineer and the final 

• :.• r ^ 1 program and permics the factory floor smarts of the maintenance 
— :r.r* ician to be applied directly and effectively to getting processes and 
inachines commissioned quickly and increasing uptime over time. (0 Refs) 



;^ :b: ile: C 

* s rip'iors: control system CAD; finite state machines ; high level 

J prccess control; programmable controllers 

. :• . i^rs: state logic control; finite state machine theory; 

: : ■ J- .: systems level process diagnostics; data handling 

Codes: C7420D (Control system design and analysis); C3220B { 
1 ! „ :r6:ii:nab±e controllers); C3350 (Control in industrial production systems 
) ; C3355 (Control applications in manufacturing processes) ; C4220 ( 
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analysis and synthesis methods) 
Copyright 1995, lEE 



14/5/22 (Item 3 from file: 2) 

DIALOG (R) File 2: INSPEC 

(c) 2004 Institution of Electrical Engineers. All rts. reserv. 

INSPEC Abstract Number: C94 08-52 lOB-001 
Title: Automatic synthesis of self -clocked asynchronous state machines 
and parallel controllers 
.'-.^i :.or ( s ) : Aghdasi, F. 

Author Affiliation: Dept. of Electr. Eng., Zimbabwe Univ., Harare, 

Zimbabwe 

Journal: Applied Mathematics and Computer Science vol.4, no . 1 p. 
139-52 
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Language: English Document Type: Journal Paper (JP) 
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Abstract: Classical methods for the design of asynchronous state 
machines are usually complicated, due to critical races and hazards, and 
:..-v-'HS : ta te special state assignment techniques and hazard-free 
•c:iib i r.o t .1 onal logic, leading to extra hardware. The necessity for such 
spocial considerations prevents asynchronous designs from taking advantage 
of the CAD tools developed for synchronous machines. This paper presents a 
novel approach to such designs, which enables asynchronous state 

machines to be systematically synthesized with minimum state variables 
and arbitrary state encoding. Multiple input changes are allowed . The 
method uses a separate data-driven clock for each state variable. The 
combinational logic is hazard-free by default, allowing flexibility of 
minimization. Mealy-Moore outputs can be generated without hazards. Simple 
latches in a master-slave configuration are used as memory elements, 
renrierinq the method suitable for implementation in SSI or VLSI. The method 
• -^s ^ :-:e use of extra delay elements, which are often necessary in 
: ^ •>•".: -ircuits. The simplicity of this method enables the design 
'.r ;o be derived directly from the algorithmic state machines 
• ' . • • :.^:n ivom flow tables. The method is illustrated by its application 
• design of a VMEbus requester. The methodology is then extended to 
r.vj L r: _ lei controllers represented by Petri nets, and is automated using 
ts'caie assignment techniques that have already been developed for 
synchronous parallel controllers . (23 Refs) 
' Subfile: C 
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and race conditions; logic CAD; minimisation; peripheral interfaces; Petri 
nets; sequential machines; state assignment; system buses 

Identifiers: self -clocked asynchronous state machines ; asynchronous 
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• :■ r-:.-'^^ Tide: Compucer Aided Verification. Fourth International 
- "-.V '92. Proceedings p. 38^-95 
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Abstract: This paper presents a method for verifying safety property of 
a communication protocol modeled as two extended communicating finite - 

state machines with two unbounded FIFO channels connecting them. In 

"Ms method, four types of atomic formulae specifying a condition on a 
n>:cr.ine and a condition on a sequence of messages in a channel are 
Lncroduced. A human verifier describes a logical formula which expresses 

conditions expected to be satisfied by all reachable global states, and 
a verification system proves that the formula is indeed satisfied by such 
states (i.e. the formula is an invariant) by induction. If the invariant is 
never satisfied in any unsafe state, it can be concluded that the protocol 
is safe . To show the effectiveness of this method, a sample protocol 
extracted from the data transfer phase of the OSI session protocol was 
verified by using the verification system. (14 Refs) 
Subfile: B C 
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'•tt'-ifirt: Ada/TL is a language for specification of the behaviour of 
. communicac ing casks. It merges concepts of the specification 

: Ada, VDM specification of packages, and temporal logic 
: ; .n of task behavior. The TL part consists of constructive 

:• :.:av,ion of behaviors of individual tasks and a system specification 



or the properties of the interaction of tasks. The authors extend earlier 
work on proof of system specifications {W. Hankiey, J. Peters, 1990) to 
over more general branching behaviours of individual tasks, including 
'-:ses Ol cimed task calls and timed rendezvous. The constructive 
' • 1 : irai: ion of each individual task defines a finite state 
: Dillon model of its possible behaviors with allowed communications 
f-r. ^ask computations. The proof system uses marker symbols to 
:^n':>-senu che current state within each task computation, inference 

rjxes CO justify transformations from one state to the next, and a proof 
cableau for representing the proof steps. The method rests upon the 
technique of using an invariant system property to identify a finite 
computation model of the interaction of all the system tasks. The proof 
method is illustrated using an example of a traffic walk-light controller 
with a timed behavior. {22 Refs) 
Subfile: C 
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Publication Date: 1990 Country of Publication: USA x-f299 pp. 
ISBN: 0 8186 2124 9 

U.S. Copyright Clearance Center Code: 0194-1895/90/0000/0149/$01 . 00 
Conference Sponsor: IEEE; ACM 

ference Date: 27-29 Nov. 1990 Conference Location: Orlando, FL, USA 
: :::jnjaqe: English Document Type: Conference Paper (PA) 
: : • • : ■■ :n?j nt: Practical (?) 

' tj:^', : When datapath/ controller designs are synthesized from 
* . jr.-l' vel specifications, the control state graph can have hundreds of 
ues and a large number of state transitions which depend only on the 
present state . For this class of finite state machines , an 

implemencat ion with two PLAs and a counter can have much less area than a 
single-PLA implementation. This paper presents a new automatic procedure 
for coding the internal variables of an FSM with two PLAs and a counter in 
which the codes are selected to reduce the size of both PLAs. Analysis of 
che results shows that for a broad class of large FSMs the authors circuits 
havp less cost than can be obtained using previously published automatic 
.'•/r,' h'^sis procedures, (13 Refs) 
.r: : B C 

pliers : counting circuits; finite automata; logic arrays; logic 
- ~ \ ; rn icrocon t rol ler s 

Icentifiers: automatic synthesis; datapath design; dual-PLA controller ; 
counter; high-level specifications; control state graph; state transitions; 
finite state machines ; coding; internal variables 
Class Codes: B1265B (Logic circuits); B1265F (Microprocessors and 
microcomputers); C5210 (Logic design methods); C4220 (Automata theory); 
C5130 (Microprocessor chips) 
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03305405 INSPEC Abstract Number: B89008544, C89012970 
Title: Stand-alone microsequencer (SAM) implements high-performance state 
machines 

Author (s): Kopec, S. 

Author Affiliation: Altera Corp., Santa Clara, CA, USA 
Conference Title: Northcon/87. Conference Record p. 6/3/1-4 
* :r:;sL-r: Electron. Conventions Manage, Los Angeles, CA, USA 
' . >r. Oa'-e: 1987 Country of Publication: USA 612 pp. 

■ Spcnsor: IEEE; ERA; Electron. Manuf. Assoc 

• Date: 22-24 Sept. 1987 Conference Location: Portland, OR, 

Avcii labiii cy : Western Periodicals Co., North Hollywood, CA, USA 
Language: English Document Type: Conference Paper (PA) 
Treatment: Applications (A); Practical (P); Product Review (R) 
Abstract: The current state -of-the-art in state machine and 

controller design is represented by the Stand-alone Microsequencer, or 
SAM, concept implemented in the EPS4 4 8 device. This device, implemented in 
an advanced 1 micron CMOS, EPROM technology, offers the benefits of high 
rionsit-y (448'^36 Microcode store on-chip), low CMOS power {less than half a 
'/.'-:*.'■>, h j :jh-per Cormance (30 MHz operation), and EPROM reprogrammability . 

- : . diaqram of, the SAM device is shown. The device has two major 

. ::'.e:.us, one the Microcoded Engine, and the other the EPLD Branch Control 
{0 Refs) 
Subfile: B C 

Descriptors: CMOS integrated circuits; EPROM; logic arrays; 
microprocessor chips 

Identifiers: Altera; high-performance state machines ; Stand-alone 
Microsequencer; SAM; EPS448; CMOS; EPROM; high density; Microcode store 
on-chip; EPROM reprogrammability; block diagram; Microcoded Engine; EPLD 
Branch Control logic 

Class Codes: B1265F {Microprocessors and microcomputers); B1265B (Logic 
circuits); B2570D (CMOS integrated circuits); B1265D (Memory circuits); 
'"'"ri'O 'Microprocessor chips); C5120 (Logic and switching circuits); 
• ■ . Si-Kii conductor storage) 
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02969876 INSPEC Abstract Number: B87059070, C87055816 
Title: Second-generation compilers optimize semicustom circuits 

Author (s): Rowson, J.; Trimberger, S. 

Author Affiliation: VLSI Technol . Inc., San Jose, CA, USA 
Journal: Electronic Design vol.35, no. 4 p. 92-6 
Publication Date: 19 Feb. 1987 Country of Publication: USA 
CODEN: ELODAW ISSN: 0013-4872 

Language: English Document Type: Journal Paper (JP) 
Treacmenc: Practical (P); Product Review (R) 

Abstract: By accepting high-level specifications and translating designs 
into either a fully custom layout or a net list for a gate-array chip or 
scandard-cell block, a new generation of compilers optimizes circuitry for 
the chip type chosen. The first members of the second-generation family are 
a data path and a state machine compiler. The new compilers were 

co-developed by VLSI Technology and design engineers from Rockwell 
International. The programs are written in Xidak Inc.'s Mainsail. The 
second-generation data-path version supplies logic that operates on 
multibit data in a bus architecture. The compiler does not limit the number 
buses or type of clocking in the data path. The resulting data path 
' a natural processor-data section, and the multibit logic is also 

' . . :■. sy>'vems such as computer peripherals, digital signal processing 
: . : -:: ji nics controllers . The state machine compiler builds a 



circuit with outputs and an internal state that depend on the inputs and 
current internal state . A clock pulse changes the outputs and internal 
scace. This circuit offers a simple way to generate logic for 1-bit data. 
:0 Refsl 

^jri : le: B C 

^ : : : • : ? : rircuic layout CAD; logic CAD; software packages 
: ■ . ^'Gcond-genera c i on silicon compilers; data path compiler; 

, ' ■• -.:.^Mics; Luliy cuscom layout; net list; gate-array chip; 
• -'.-^ . 1 block; state machine compiler; VLSI Technology; Rockwell 

. : ", . :■ *: I c-na .1. 

Ci.ass Codes: B1130B (Computer-aided circuit analysis and design); B1265 
(Digital electronics); C5210B (Computer-aided logic design); C7410D ( 
Electronic engineering) 
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■'^2202450 INSPEC Abstract Number: C84012603 
Title: A nonvolatile store or system state 

Aut:hor(s) : Chita, J.S. 

Journal: Electronic Engineering vol.56, no. 685 p. 34 
Publication Date: Jan. 1984 Country of Publication: UK 
CODEN: ELCEA9 ISSN: 0013-4902 

Language: English Document Type: Journal Paper (JP) 
Treatment: Applications (A); Practical (P) 

Abstract: Discusses an important concept for a fault tolerant real-time 
computer system (with respect to power transients ) -the need for a 
nonvolatile store to hold the system state so that after a power transient 
(nticro-secs } the system can recover to its previous state without 
having to go through a cold start sequence as is usual in an industrial 
'•■rv\^- vol system. It is also useful in state machine concept software 
y.-r and computers working on concepts of error recovery rollback 

: ,.r.;s, where at certain milestones the machine state is written to store 
• ir.c: svibsequent ly if an error occurs the system can retry from the last 
:nLle5Lone point. (0 Refs) 

Subfile: C 

Descriptors: digital storage; fault tolerant computing; security of 

data 

Identifiers: system state; fault tolerant real-time computer system; 
power transients; nonvolatile store; state machine concept software; 
error recovery rollback points 

Class Codes: C5320 (Digital storage) 
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'.:615251 JICST ACCESSION NUMBER: 96A0206829 FILE SEGMENT: JICST-E 
A Method for Constructing Self -Stabilizing Communication Protocols modeled 
as 2-ECFSMs. 

KATAKURA KEN'ICHI (1); HIGUCHI MASAHIRO {1); FUJII MAMORU (1) 
(1) Osaka Univ., Fac. of Eng. Sci . 

Joho Shori Gakkai Kenkyu Hokoku, 1996, VOL . 96, NO . 12 { DPS-74 GW-15) , 

PAGE. 13-18, FIG. 2, REF. 5 
JOURNAL NUMBER: Z0031BAO ISSN NO: 0919-6072 
NHiVERSAL DECIMAL CLASSIFICATION: 681.32+ 621. 394/. 395 
: AX:.*.:aGE: Japanese COUNTRY OF PUBLICATION: Japan 

• -IK'^T TYPE: Journal 

:• 7VFE: Original paper 
:A TYPE: Printed Publication 
•\:'..'7r'Av:T : For implementing reliable communication systems, it is important 
to design communication protocols considering faults. In this paper, we 
propose a method in which, self-stabilizing protocols are constructed 
based on communication protocols which are shown to be safe on the 
assunmption that no faults occur in 2-ECFSM model. In proposing method. 



; -"'o:r.-s are extended to be able to recover from every deadlock state 
- .:..st eci I led recepcion state to a safe state by adding some action, 
.sjjh a safe state, a state is chosen so that it is the closest to 

current state among all safe states. For such a purpose, we define 

a distance between two states in a protocol, and discuss some 

properties that hold on the notion, (author abst.) 
DESCRIPTORS: fault tolerance; telecommunication; protocol; system model; 

deadlock; stabilization; finite state machine ; communication 

system model; restoration; crash recovery 
BROADER DESCRIPTORS: resistance (endure ) ; rule; model; modification; 

sequential machine; automaton 
CLASSIFICATION CODE (S) : JC02050G; NDIIOIOT 
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\A\'i)bo2 JiCST ACCESSION NUMBER: 92A0111678 FILE SEGMENT: JICST-E 
A Verification System for Communication Protocols Modeled as Extended 

Communicating Finite - State Machines . 
SHIRAKAWA OSAMU (1); HIGUCHI MASAHIRO (1); SEKI HIROYUKI (1); FUJII MAMORU 

(2) ; KASAMI TADAO (2) 
(1) Osaka Univ., Faculty of Engineering Science; (2) Osaka Univ., College 

of General Education 
joho Shori Gakkai Kenkyu Hokoku, 1991, VOL . 91 , NO . 106 ( SE-82 ) , PAGE. 87-94, 

FIG. 6, TBL.6, REF.9 
/O'jRNAL NUMBER: Z0031BAO ISSN NO: 0919-6072 
"N:VF,f<SAL DECIMAL CLASSIFICATION: 681.3.02.001 681.3.01 
sAN.'J:;agE: Japanese COUNTRY OF PUBLICATION: Japan 

':()'':' iMFNT TYPE: Journal 
ARTICLE TYPE: Original paper 
MEDIA TYPE: Printed Publication 

ABSTRACT: This paper presents a method for verifying some safety 

properties of a communication protocol modeled as two extended finite 
- state machines with two unbounded FIFO channels connecting them. 
In our method, four types of atomic formulas specifying a condition on 
a machine and a condition on a sequence of messages in a channel are 
introduced. A human verifier describes a logical formula as conditions 

expected to be satisfied by all reachable global states, and a 
verification system proves that the formula is indeed satisfied by such 
:-^>s (i.e. the formula is an invariant) by induction. If the 
: is not satisfied in any unsafe state, it can be concluded 

•v -r^' protocol is safe . To show the effectiveness of our method, 

"i:' I Lied some parts of the OSI session protocol using the 
• fliicauion system, (author abst.) 
L'KSCRI PTORS : protocol; finite state machine ; program verification; 
software engineering; program theory; modeling; deadlock; 
proof (evidence) ; register 
BROADER DESCRIPTORS: rule; sequential machine; automaton; verification; 

engineering; computation theory; theory; operation (processing ) 
CLASSIFICATION CODE (S) : JD02010R; JB02000A 
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■ bJLOOll Genuine Article# : VR526 Number of References: 11 
Title: HIGH-PERFORMANCE 2-PHASE MICROPIPELINE BUILDING -BLOCKS - DOUBLE 
EDGE -TRIGGERED LATCHES AND BURST-MODE SELECT AND TOGGLE CIRCUITS 

Author(s): YUN KY; BEEREL PA; ARCEO J 

Corporate Source: UNIV CALIF SAN DIEGO, DEPT ELECT & COMP ENGN, 9500 OILMAN 

DR/LA JOLLA//CA/92093; UNIV SO CALIF, DEPT EE SYST/LOS ANGELES//CA/90089 
Journal: lEE PROCEEDINGS-CIRCUITS DEVICES AND SYSTEMS, 1996, V143, N5 (OCT) 
, P282-288 
ISSN: 1350-2409 

: '■i^■:•>'^3-:e : ENGLISH Document Type: ARTICLE 



Geographic Location: USA 

Subfile: SciSearch; CC ENGI--Current Contents, Engineering, Technology & 

Applied Sciences 
Journal Subject Category: ENGINEERING, ELECTRICAL & ELECTRONIC 
Abstract: New high-performance building blocks for two-phase micropipelines 
are presented, and pseudo-static Svensson-style double edge-triggered 
D- flip- flogs (DETDFF) for datapath storage are developed in place of 

• r-ini V, i ona 1 capture-pass or transmission gate latches. A DETDFF buffer 

: . - r-'f.! 5 r ion is compared che current state -of-the-art 
■ 'ijipeline implementation using four-phase controllers designed by 
■ -,v ana Woods for the AMULET-2 processor and also with Sutherland's 

J. iqinal two-phase micropipeline. All three designs were simulated in 
the MOSIS 1 . 2 mu m CMOS process under the worst-case process corner 
with a 4.6 V power supply and at 100 degrees C. The authors' SPICE 
simulations show that the DETDFF design has 70% and 150%, higher 
throughput than Day acid Woods' and Sutherland's, respectively. This 
higher throughout is due to latching the data on both edges of the 
latch control, removing the need for a react phase and simplifying the 
control structures. In addition, two commonly used micropipeline 
event-control structures, the select and toggle elements, are 
implemented using the extended-burst-mode 3D synthesis system. Detailed 
simulations demonstrate that ow implementations are up to 50% faster 
Chan traditional implementations. This speed advantage call be 
primarily attributed to careful applications of generalised C-elements 
raiiher than discrete basic gates. 
Descriptors--Author Keywords: ASYNCHRONOUS CIRCUITS ; MICROPIPELINES 
Research Fronts: 94-0434 002 ( NONDETERMINISTIC STATE MACHINES IN 

PROTOCOL CONFORMANCE TESTING; ASYNCHRONOUS INTERFACE CIRCUITS; TIMED 
PETRI NETS; AUTOMATED MANUFACTURING SYSTEMS) 
Cited References: 
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05304031 Genuine Articlett : VP133 Number of References: 15 
Title: A UNIFIED APPROACH TO FAULT -TOLERANCE IN COMMUNICATION PROTOCOLS 
BASED ON RECOVERY PROCEDURES 

Aj:hor(s}: AGARWAL A; ATWOOD JW 

'-orporaue Source: POSITRON FIBER SYST/MONTREAL/PQ/CANADA/ ; CONCORDIA 
'UNIV,DEPT ELECT & COMP ENGN/MONTREAL/ PQ H3G 1M8/CANADA/; CONCORDIA 
UNIV,DEPT COMP SCI /MONTREAL/ PQ H3G 1M8/CANADA/ 
Journal: lEEE-ACM TRANSACTIONS ON NETWORKING, 1996, V4 , N5 (OCT), P785-795 
ISSN: 1063-6692 

Language: ENGLISH Document Type: ARTICLE 
Geographic Location: CANADA 

Subfile: SciSearch; CC ENGI --Current Contents, Engineering, Technology & 
Applied Sciences 

>.jrnal Subject Category: ENGINEERING, ELECTRICAL & ELECTRONIC; COMPUTER 

s": r-:>JC£, hardware & architecture 

■\: : : : This paper addresses the problem of fault tolerance in computer 
i cat ion protocols, modeled by communicating finite state 
machines , by providing an efficient algorithmic procedure for recovery 
* :: such systems. Even when the communication network is reliable and 
ir.ainuains the order of messages, any kind of transient errors that may 
not be detected immediately could contaminate the system resulting in 



prococol failure, To achieve fault-tolerance, the protocol must be able 
H-^cecc the error, and then it must recover from that error and 
v•^^Ja:ly reach a legal {or consistent) state , and resume its 
normal execution, A protocol that possesses the latter feature of 
r-rccvering and continuing its execution starting from a legal state is 
also called a sel f -s tabili zing protocol, Our recovery procedure does 
noz require the application of an intrusive checkpointing procedure. 
The stable storage requirement for each process is less than that 
required for other proposed recovery procedures since volatile storage 
is used for logging the application messages, The recovery procedure 
provides us with a legal protocol state, which is the global state 
before reaching any illegal state and before the effects of the error 
make other states illegal. Only a minimal number of processes affected 
by error propagation are required to rollback. Our recovery procedure 
can be used to recover from any number of transient errors in the 
system, Our recovery procedure has also been modeled in PROMELA, a 
Inoquage to describe validation models, which shows the syntactic 
::cvrecLr\ess of our recovery protocol design. Finally, our procedure is 
:^ompared with the existing approaches of handling the errors, and an 
illustrative example is provided. 
Mviivc i ['iers--KeyWords Plus: SYSTEM; DESIGN 

Research Fronts: 94-1454 001 (DISTRIBUTED REAL-TIME SYSTEMS; EFFICIENT 

ALGORITHM; SAFETY -CRITICAL SOFTWARE; MULTIPLE MUTUAL EXCLUSION) 
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Ai]Lhor{s): VANAELTEN FV; ALLEN J; DEVADAS S 

Corporate Source: INTERUNIV MICROELECTR CTR/B-3001 LOUVAIN//BELGIUM/; 
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Journal: IEEE TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS 

AND SYSTEMS, 1994, V13, Nl (JAN), P122-134 
ISSN: 0278-0070 

Language: ENGLISH Document Type: ARTICLE 
Geographic Location: BELGIUM; USA 

:'';h:i:e: SciSearch; CC ENGI --Current Contents, Engineering, Technology & 
Apui led Sciences 

.*. ..ma: Subject Category: COMPUTER SCIENCE, HARDWARE & ARCHITECTURE 
AbSLcacc: We address the problem of automatically verifying large digital 
designs at the logic level, against high-level specifications. We 
present a technique which allows for the verification of a:specific 
class of systems, namely systems with synchronous globally timed 
control. To a first approximation, these are systems where a single 
controller directs the data through the data path and decides 
(globally) when to move the data. We address the verification of these 
systems against a Signal Flow Graph (SFG) specification, or a 
specification in an applicative language such as SILAGE. In this paper. 



a method is presented for verifying the implementation against an 
intermediate SFG, which is an expansion of the original specification 
in such a way that all the operations correspond to Register Transfers 
(RT's) in the implementation. In this SFG, complex arithmetic 
operations such as multiplications may have been decomposed into 
simpler ones, such as shifts and additions, and new operations may have 
been introduced for maintaining iteration indices and computing 
addresses of memory locations. 

SFG's can be viewed as maximally parallel synchronous machines. 
• : • r.e implementation and the specification are then Finite State 
Machines , having scring functions { input /output mappings) associated 
•r.*M\. f^orreccness is taken to mean that a certain relation (the 
: ■ ...= v.ion) holds between these string functions. This relation 

. :-::'-::us beyond strict input/output equivalence, and provides room for 
various behavioral transformations. We present sufficient conditions 

for the validity of the beta-relation between the implementation and 
the expanded SFG. These conditions can be verified automatically and 
efficiently. They consist of the combinational correctness of data path 
hardware, and the validity of a number of past-tense Computation Tree 
Logic (CTL) formulae expressing constraints on control events. The 
latter can be verified using Finite State Machine (FSM) traversal 
algorithms. In this way, the verification of the composite machine is 
reduced to the separate verification of the data path and the 
controller . It remains to be shown, after application of our 
ve r i £ ica cion procedure, that the expanded SFG is in beta-relation with 
i.ne original SPG. Experimental results are presented, 
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Trustable computing in next-generation avionic architectures 

■: Vorlaessliche Berechnung in Avioni karchi tekturen der naechsten Generation) 
Mrjjghan, WD 
?)ep . of Defense, USA 

oiin Annual Computer Security Applications Conf., San Antonio, USA, Nov. 30 
- Dec. 4, 19921992 

Document type: Conference paper Language: English 

Record type: Abstract 

ISBN: 0-8186-3115-5; 0-8186-3117-1 

ABSTRACT: 

In tomorrow's 'brilliant' weapons, next-generation avionic computers will 
need eo orchestrate the actions of many subsystems while further 

'i ining che security of sensitive data, the integrity of key data and 
. :i*-rha vior, and often other key properties. Maintenance of these 

. • : : s will help ensure thac system execution is trustable, conforming 

: escribed policies and expected behavior. For traditional 

security (confidentiality) as required by DoD, the policy to be maintained 



is weii understood and essencially application independent. Although the 
we/^pon environment will surely render inadequate much of current security 
•:r :::eer:r.n practice and likely stress the security technology base, the 
• : -::M:iar, fundamental mechanisms of MAC and DAC will still form the 
suitable multi-level security (MLS) maintenance. For 

• :: v '^rii^te^ance, however, realistic policies are quite application 
• . in general, a specific integrity policy needs to comprehend not 

, :tir'.ain behavioral aspects of the overall application, but also of 
p:;Ler;t ially many distinct states within the application. Thus, integrity 
maintenance requires control derived from a state machine specifying ' 
acceptable ' application behavior. 
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This Ph.D. dissertation describes several new methods for the design 
of an ASIC (Application Specific Integrated Circuit). These contributions 
can be situated at several levels of abstract in the design trajectory. 

At Che specification level, a formal classification of the types of 
specifications needed for an ASIC implementation is made. It is illustrated 
by means of the description of the specifications of a cryptographic 
co-processor, which contains a large set of programmable cryptographic 
functions built upon the Data Encryption Standard (DES) algorithm. 

At the algorithmic level, in a first part, an investigation is made of 
algorithmic transformations which conserve the behavior of the DES 
algorithm. Out of these transformations, a selection is made which leads to 
a very modular and pipelined data path architecture for the cryptographic 
co-processor . 

In a second part, algebraic algorithms, which occur in many real-time 
multi-dimensional signal processing applications, are investigated for an 
ASir- implementation. Examples which have been investigated are: a one-chip 
'-npLemervLation for the separation of biomedical signals, QR 
• : ion, the Durbin algorithm to solve a Toeplitz system, etc. 

A', '-.h^^ architecture level, in a first part, a new controller 
:r .-:.i, -o-r^cture and design methodology is developed for applications which 
reqoire both a high throughput and a high degree of programmability within 
Che application domain. The proposed controller architecture consists of 
a hierarchy of pipelined, communicating finite state machines . 
Applied to the design of the cryptographic processor, it resulted in the 
fastest and most programmable cryptographic processor, known in 
literature . 

In a second part, a high level memory management strategy is proposed. 
Indeed, real-time algebraic applications are heavily based on matrix and 
^Tr-'ior operations and the memory organization defines often the efficiency 
: • : final realization. 

Ar the silicon assembly level, a new approach for automatic electrical 
verification is described. For a library of basic cells, a set of 
construction rules are defined which guarantee a correct electrical 
behaviour of the composed circuit. The same construction rules are coded in 
an expert system, which verifies again the extracted layout. 
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rculL 5ppro:>:imation of autonomous finite - state machines is 

developed. Linear models for clock controlled shift registers and arbitrary 
shift register based keystream generators are derived. Several examples 
including the basic summation generator, the clock-controlled cascade, and 
the shrinking generator are presented. Linear models are the basis for a 
general structure-dependent and initial-state-independent statistical test. 
They may also be used for divide and conquer correlation attacks on the 
initial state. Security against the corresponding statistical attack 
appears hard to control in practice and generally hard to achieve with 
simple keystream generator schemes. (25 Refs) 

Subfile: C 

descriptors: cryptography ; finite state machines ; shift registers 
: ■ i-n- : : i ers : keystream generators; linear feedback shift register; binary 
' : :• . di.Mes; finite - state machines ; shift register; divide and 

• ■ rrrvldi'ion attacks; clock-controlled shift registers; correlation 
•.'■wis; cryptography ; linear models 

\ rts.-s Tories: C6130S (Data security); C4230D (Sequential switching theory) 
'A/20 (Automata theory) 
Copyright 1996, lEE 



31/5/5 (Item 2 from file: 2) 

DIALOG (R) File 2 : INSPEC 

(c) 2004 Institution of Electrical Engineers. All rts . reserv. 

5120100 INSPEC Abstract Number: B960 1 - 6120B-033 , C9601-6130S-026 
Title: Linear crypt ana 1 ys i s of stream ciphers 
ALJChor (s) : Golic, J. D. 

Author Affiliation: Inf. Security Res. Centre, Queensland Univ. of 
T'^ir-hnol . , Brisbane, Qld,, Australia 

Conference Title: Fast Software Encryption. Second International 
Workshop. Proceedings p. 154-69 

Editor(s): Preneel, B. 

Publisher: Springer-Verlag, Berlin, Germany 

Publication Date: 1995 Country of Publication: West Germany vii+366 
pp. 

ISBN: 3 540 60590 8 

r:onference Title: Fast Software Encryption. Second International 
rkshop. Proceedings 

■ -v:;ce Sponsor: Eu repay Int.; Microsoft; Uti-maco Belgium 

' :• Pare: 14-16 Dec. 1994 Conference Location: Leuven, Belgium 

English Document Type: Conference Paper (PA) 
* : • ^ '.i:.'^:; t : Pract ica 1 ( P) 

r^: 'L : Starting from recent results on a linear statistical weakness 
:: keystream generators and on linear correlation properties of combiners 
v;ith memory, linear cryptanalysis of stream ciphers based on the linear 
sequential circuit approximation of finite state machines is 

introduced as a general method for assessing the strength of stream 
ciphers . The statistical weakness can be used to reduce the uncertainty 
of unknown plaintext and also to reconstruct the unknown structure of a 
keystream generator, regardless of the initial state. The linear 
correlations in arbitrary keystream generators can be used for divide and 
conquer correlation attacks on the initial state based on known plaintext 



or ciphertext only. Linear cryptanalysis of irregularly clocked shift 
registers as well as of arbitrary shift register based binary keystream 
generators proves to be feasible. In particular, the direct stream cipher 

mode of block ciphers , the basic summation generator, the shrinking 
generator, the clock controlled cascade generator, and the modified linear 
congruential generators are analyzed. It generally appears that simple 
shift register based keystream generators are potentially vulnerable to 
linear cryptanalysis . A proposal of a novel, simple and secure 

keystream generator is also presented, (31 Refs) 
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Abstract: A formal specification and verification of a simple secure 
communications network using end-to-end encryption is presented. It is 
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Abstract: Rampart is a toolkit of protocols to facilitate the development 
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• ' ' : : : WiLh the emergence of numerous distributed services, the 

: :■ f '. r \ :-nce of e.i eci:ronic authentication in networks is rapidly 

reasi nq. Many authentication protocols have been proposed and 
:iscussed. Burrows, Abadi and Needham [BANl] created alogic of 
authentication to formally analyze authentication protocols. This 
3AN-logic has been subject to critique and several extensions have been 
suggested. Nonetheless, due to its straightforward design and its 
ease-of-use, it attracts the attention of current research. In this 
paper, an authentication logic is proposed which is built closely 
after the BAN-logic. It addressers answers to important criticisms of 
BAN like the non-disclosure problem, and avoids some newly discovered 
weaknesses of BAN, e.g. with respect to freshness. It also does not 
require any idealization which is a major hurdle to the correct usage 
of BAN. This extended BAN-logic is instrumented as a verification tool 
which also allows for modelling the different protocol participants as 
finite state machines . Also, actions of intruders, consequences of 
ri..j>:h intrusions, and the respective counter-measures can be modelled 
simulated. 
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SUMMARY: An automaton has states and transitions between states; some 
states are marked as "accepting". Starting from the initial state, a 
sequence of input symbols causes the automaton to change states in 
response. If a sequence can cause the automaton to end up at an accepting 
s*:5::e, the sequence of input symbols is said to be accepted and is defined 
in zhe language of the automaton. Finite state machines (FSMs) 
rrom automata in thac all states are accepting and each input symbol 
:s divided into an input part and an output part. Automata and FSMs are 
used CO define "regular" languages. Many interesting problems can be 
defined in terms of automata, FSMs, or Petri nets and the languages 
involved. These include problems in binary and multi-valued logic 
synthesis, engineering change, design of discrete controllers , logic 
verification, testing, deriving winning strategies for discrete games, 
construction of protocols, and cryptography . It was observed by our group 
that these diverse applications could be formalized in a unified way in 
terms of language solving. In general, these problems can be stated in 
terms of the synthesis of a subsystem or component, given a known 
environment and an external specification. The component to be synthesized 
J -ready exist, in which case the goal is to provide a better or optimum 
: . In ocher cases, no implementation may yet exist, and the goal 
■:;'.:r;K if such a desired subsystem exists, and if so to find an 
: •. . ■• :\ i.::tp lementat ion . An example of the former is a digital system as 
; on a microchip composed of interacting components. The system may 
.,:.er£:Le correctly as is, i.e. the system already satisfies its external 
specification, but one of the components should be improved, in terms of 
speed, cost, power, etc. An example in which an implementation may be 
unknown is a control system where we are given a "plant" and an external 
specification, stating that the output of the plant always stays within 
certain bounds (is stable), and we want to synthesize a Moore type FSM 
feedback control unit which does the job. "Engineering change", occurs when 
a system has been almost completely designed, but at the last moment, a bug 
in its concept requires the system's specification to be changed. A 
-V-^e.scion arises if just one component can be changed while the other 
ponents are left alone. In a biological system, the ability to make 
:neasurements inside a component is often limited, but a model of the 
component is required to be synthesized. There can be several ways that two 
subsystems interact (can be composed) . In hardware, typically two 
components are wired together and their interaction synchronized using a 
clock; on each clock tick, information is exchanged. In software, the 
communication is "asynchronous"; information is sent to another component 
only after enough time has passed so that the other component has had 
enough "cycles" to compute its result. Such problems can be reduced to 
solving an equation of the form, , where X is the unknown component to be 
derived, A describes the behavior (or environment) of the known part of the 
sys'em, S is the external specification or desired behavior, is a type of 
: J 1 ! .rompos it ion operauor describing how A and X, are to communicate, 
• . 1 • :"o rtiiance relation scacing when the overall system satisfies the 

. : . ':• : Like many systems of equations, the solution may not be 

: ; Tit^nce chere is also nhe problem of finding a "best" solution. Sets 
: r r L c ted solutions that have appropriate additional properties are of 
::.;fjieSL, e.g. no deadlocks or livelocks, or a solution that is a 
Mcore-uype FSM. We propose to: 1. Develop the mathematical tools required 

for solving equations over various mathematical machines, composition 
operators and conformance relations. 2. Determine and characterize, for 

various problem areas, subsets of restricted solutions, which are of 
practical interest. 3. Develop efficient comp 
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